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Impact and Mitigation of High-Frequency Side-Channel Noise Intrusion
on the Low-Frequency Performance of an Inverter

Nanditha Gajanur
Sudip Kumar Mazumder

Abstract—This letter investigates and demonstrates, experimen-
tally, the impact of a high-frequency side-channel noise intrusion
(SNI) on an output-voltage feedback signal on the low-frequency
performance of a three-phase inverter. The high-frequency SNI
originates at frequencies that are in the vicinity of the sampling
frequency (and its multiples) of the inverter. The resultant noise-
injected output-voltage feedback signal is fed to a controlling digital
signal processor that experiences feedback aliasing effect due sub-
Nyquist-frequency sampling. The impacts of these aliasing effects
are observed at sub- or super-60-Hz frequencies of the output
voltages of the inverter. Subsequently, a Kalman-filter-estimation-
based control approach is pursued to mitigate this detrimental
effect and its efficacy demonstrated experimentally.

Index Terms—Harmonics, inverter, Kalman filtering, model-
based control, noise injection.

|. INTRODUCTION

HE increased coupling between embedded processors and

sensors exposes the vulnerabilities of closed-loop control
systemsto potential noise-injected attacks[1], [2]. Theintruders
gather relevant information regarding the operation of thesystem
and sensor to induce noninvasive sensor spoofing [3], [4]. High
power antennas and amplifiers or thin el ectromagnetic actuators
placed close to the sensors can be used to achieve intentional
electromagnetic attack (IMEA) against embedded system com-
ponents, as demonstrated in [5] and [6]. M odel-based control of
inverters, which requireaccurate sensor feedback and estimation
[7], are especially susceptibleto such side-channel noise attacks
that can contaminate or corrupt the feedback signals thereby
degrading or destabilizing the control system, which may require
involved attack identification schemes [8] and mitigation [9],
[10].
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This work, given this backdrop, studies experimentally the
effect of a specific type of intrusion, which contaminates the
output-voltage signal of an inverter and investigates its impact
on the performance degradation of the inverter leading to a
simple solution that mitigates the problem. Unlike conventional
sensor-attack scenarios[11], [12], in thiswork, we consider the
side-channel noise intrusion (SNI) at the gateway to the digital
signal processor (DSP) controller. We investigate, in Section |1,
using phase-plane and frequency-domain analyses, the impact
of the proximity of the SNI noise frequency to the sampling
frequency of the inverter. The effect reported is not due to
false data injection but due to aliasing effect attributed to the
frequency of the noise. Subsequently, based on this dynami-
cal understanding, we outline in Section 111, a SNI mitigation
scheme that leverages Kal man-filter-based estimation and event
detection, to normalize the performance of the inverter. Finally,
in Section 1V, we concludes this article.

II. IMPACT OF NOISE INJECTION ON THE INVERTER DYNAMICS

We consider here an SNI based on malicious noise injection
to feedback signals. Kune et al. [13] explore such baseband
noise-injection methods. These techniques inject noise within
the sensor bandwidth and are thus effective against sensors
equipped withfilters. However, theintruder may introduce high-
frequency additive noise in the circuit at the point beyond the
filter at the gateway to the controller. The following sections
outline the theory of such an SNI and analysis of its influence
on the inverter behavior.

A. Effect of Noise Frequency for a Given Sampling Rate (7%)

Consider, as illustrated in Fig. 1, one phase of the
inverter-output-voltage measurement, represented as v, (t) =
Vi - sin(w,,t) (with w,, = 27 f,,), which is corrupted by a
sinusoidal noise signal represented as n,, (t) = N; - sin(w;t)
(with w; = 27f;). This yields a combined continuous signal
Sa (t) = v, (t) + ng(t), which is fed to the analog-to-digital
converter (ADC) that is part of amonolithic DSP controller.

Now, the impulse sampling of s, (t) yields the following:

ss (1) =sa ().p(t) @
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Fig. 1. Illustration of the noise-injection mechanism in the control loop. The
elaborated control schemeisoutlined in Section 1.

where p(t) isan infinite summation of impulses given by

p ()= Y &(t—nT,) . ©

In the frequency domain, (1) is captured using the following
convolution (x) for arbitrary angular frequency w:
1
2w
In(3), S, (w) isthefrequency-domain representation of s, (¢)
and P(w) isthe frequency-domain representation of p(t) given
by the following expression:

Ss (W) = =— Sy (w) x P(w). (3)

oo

2
P(w):% S 6w hkw) (4)
5 k=-00
wherew, = QT—” . Using (3) and (4), one obtains the following:
Ss (W) =1fs D> Salw—kw,) (5)
k = —o0

which is rewritten, given s, (t) = v, (t) + ny(t), asfollows:

S5 (W) = f, ( i (va (wm — kws) + Ny (w; — kws))>

k=—o00
(6)
where V,,(w) and N, (w) are the frequency-domain representa-
tions of sampled v, (t) and n,(t), respectively.

Now, for the inverter at hand given that w,,, = 27(60) rad/s
and ws = 2m(42k) rad/s (matching the switching angular fre-
guency of theinverter), it can be concluded that thefirst termin
(6) yields frequency components of V,, (w,,, — kws) for varying
k that are wide apart in the frequency spectrum and, hence,
the fundamental component can be easily filtered out by the
DSP. However, in (6), the noise-frequency term N, (w; — kws)
yields a component at w,, if w; =w,, -+ kws. This diased
signal is problematic, as demonstrated in Section |1-B since it
exactly matches the desired angular frequency of the inverter
and cannot befiltered out. On arelated note, if w; = kws, then,
N, (w; — kwy) yields a dc component, which is problematic as
well. An ultimate point is that the impact of such detrimental
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Fig. 2. Hardware setup to explore the impact of high-frequency SNI on the
low-frequency performance of an ANPCI and devise mitigation.
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Fig. 3. Effectsof the frequencies of SNIs on the inverter output voltages.

dliasing effects due to the noise on the low-frequency inverter
dynamics can be achieved at discrete values of w; even at
very high frequency of injections, which are relatively easier
to achieve even radiatively.

B. Experimental Analysis of SNI

To experimentally study the impact of SNI, a 3-kW stan-
dal one three-phase active-neutral -point-clamped inverter (AN-
PCI) hardware, as shown in Fig. 2, is used, with following
additional parameters: fundamental frequency (f,,) of 60 Hz,
switching frequency of 42 kHz, sampling frequency (fs) of
42 kHz, nominal dc voltage of 200 V, nominal output voltage
of 53 V rms, filter inductance (L;) and capacitance (C'y) of
0.5 mH and 3.9 :F, respectively, and split capacitors of value of
2.04 mF. Following Fig. 1, alow-amplitude sinusoidal noiseis
additively injected to the phase-A output voltage of the inverter
and the resultant signal is fed to an input pin of an ADC that is
an integral part of a TM S320F28335 DSP controller.
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Fig. 4. Effect of SNI noise frequencies on harmonic frequency components
(and respective amplitudes) of the inverter output voltage.

Fig. 3 captures experimentally the impact of SNI on the
inverter-output-voltage dynamics captured in the alpha—beta
(aB) stationary frame with the baseline output-voltage signal,
without noise, shown in the middle. Following Section 1I-A,
and as shown in Fig. 3, when the SNI noise frequency is so set
such that the absol ute deviation between it and the sampling fre-
guency (or itsinteger multiple) istheinverter fundamental output
frequency or null, then, the stahility of the fundamental (60 Hz)
periodic orbit of the inverter is compromised. A parametric
analysisin Fig. 4 showsthat for such SNI conditions, sub-60-Hz
frequency components are evident in theinverter output voltage,
which is consistent with the phase-plane plots shown in Fig. 3.
For SNIs, wherethedeviation in frequenciesislarger (e.g., plots
corresponding to 41.5/42.5 kHz), the 60-Hz orbital stability
seems ensured with the aliasing frequency component riding
on it resulting in super-60-Hz harmonics. Similar effects are
observed under different sampling and switching frequencies.
At lower sampling frequencies, subharmonic effects make an
even pronounced contribution to the total harmonic distortion
(THD) of the system, as shown in Fig. 5.

I1l. APPROACH TO MITIGATING THE IMPACT OF THE SNI

A. Control Srategy

The inverter control scheme has two operating modes, as
showninFig. 6. Inthe nominal mode of operation, the ANPCI is
controlled using the model-based optimal controller described
by (7), which generatesthetime evol ution of the switching states
(i.e., switching sequences) for the inverter.

Minimize the cost function J subject to

J =0 (v{ff - vak+1)2 + 02 (U;id - Uﬁk+1)2

+ JB(UNPk:+1)2 (73)
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Fig. 5. Effect of SNI noise frequencies on the THD of the inverter output
voltage for different sampling frequencies when the amplitude of n, (¢) isset at
20% of v, (t). For acomparison, the THD is around 4% without noise.
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Fig. 6. Control strategy for mitigating impact of SNI, where :ci” represents
themeasured states, .y and Z 1,1 o represent the subsets of uncontaminated
and contaminated states of x and 2y, respectively.

Tht1 = CI)]' (tl,tg, N ,tN) Tl
+ T (t1,ta, .. tN) [link  doutk 4 (7b)
N
S =T, (70)
1=1

where

o1, 02, 03 = normalized weighting factors;

(vavs)T = Te(vavpve)T (B components of inverter output
voltages v pc);

(vref vgef )T = Output voltages reference (a3 frame);

Te = (2, —1,-1;0, %, —%) (Clarke's transformation);

VNP, Gout, Gin = Definedin (A3) and (A4), inverter input current;

xj, £ Inverter states defined in Appendix A;

®,;(-), T;(-) = Functionals defined in (A1) and (A2);
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Fig. 7. Experimenta result showing the response time of the mitigation
scheme when v, (t) is contaminated with n, (t) at frequencies of (a) 42 kHz
and (b) 42.06 kHz, respectively. In (a) and (b), the top trace shows n, (t) (with
a zoom sectional view) and the bottom trace shows the time it takes for the
mitigation to initiate after the onset of noise.

t; = Timings of the inverter switching states.

Now, during nominal operation if measurement of theinverter
state(s) is contaminated due to SNI, then, the inverter control
is compromised. To mitigate the effects of the contaminated
feedback state(s), a noise-rejection-estimation-based technique
is employed [11], [14]. Kaman filter [15], as captured in the
generalized structure(8), isused to estimate all the contaminated
state(s) of the inverter

Tpgak = @5 Epppo1 + Ty [dink ioutk]T +L (yx — ka\kq()j
8
In(8), L = (®;PCT) (CPCT + R)™!, Pisapositive defi-
nite matrix that minimizes the steady-state covariance between
xy and Tyqqpk, yp = C - 23, where C' is an identity matrix,
whose dimension depends on the number of measured inverter
states that are contaminated, and R represents the covariance
of the measurement noise. To mitigate the impact of the SNI
in this control mode, and as illustrated in Fig. 6, the estimate
of the contaminated measurement augments the uncontami-
nated measured states to build (7b) and execute the optimal
control. Mitigation control is triggered by comparing p in (9),
which is evaluated over a M-sample window length and ac-
cumulates the error between the estimated and the measured
variables

2
Zj:l:M (i‘(k\kfl)j - xkj)
2i=1mr Lrir-1)5°

with athreshold (p,,). For thisillustrativework, p,, isso chosen
such that noise frequencies that yield sub-60-Hz effects are
detected relatively quickly with finite M. As such, for a given
pih, NOise frequenciesthat yield sub-60-Hz effects on the output
waveform yield faster detection while noise frequencies that
yield super-60-Hz effects take longer detection time. One way
to reduce detection time without enhancing false detections is
to adaptively change p, for afinite M or vice-versa, which
involves detailed mathematical analysis (e.g., [16]-{18]) using
probability theory and is a subject of a future work.

p= 9)

B. Experimental Validation

To validate the mitigation approach outlined in Section I11-
A, the test setup in Fig. 2 is used to run different scenarios
when v, (¢) is corrupted using n,(t). Fig. 7 demonstrates the
efficacy of the mitigation and the detection schemeswhen n,, (¢)
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Fig.8. Output voltages of theinverter in o3 stationary frameswith frequency
of ng (t) being (a) 42 kHz and (b) 42.06 kHz, respectively, and the amplitude of
nq(t) isset at 5% of v, (¢). In (@) and (b), the background grey and foreground
red traces show the responses of the inverter in the presence of the noise but
without and with mitigation, respectively. In (&) and (b), the horizontal and
vertical divisions stand for 25 V.

contaminates the feedback signal (v, (t)) at 42- and 42.06-kHz
noise frequencies. For noise frequencies that yield super-60-Hz
effects, the detection time was found to be at least twice as
long. This could once the mitigation strategy is triggered after
the detection of the noise (as indicated by the binary jump in
the event-detection signal), the performance of the inverter (as
indicated by the output voltagesin the o5 phase plane) shows a
tangible improvement, as evident in Fig. 8.

IV. CONCLUSION

This letter demonstrates how SNI of an inverter-output-
voltage measurement signal even at high frequency impacts
detrimentally the low-frequency dynamics of theinverter. What
is observed is that these effects have different manifestations
depending on the SNI noise frequency relative to the sampling
frequency of the discrete controller. When the absol ute deviation
of the noise and the sampling (or integer multiples of sampling)
frequencies match or is within the bound of the fundamental
output frequency of the inverter, sub-60-Hz harmonic compo-
nents are evident on the output voltage signals. However, when
the deviation is larger, super-60-Hz harmonics are noticeable.
Should such an inverter be connected to a 60-Hz grid, the
injection of sub-60-Hz harmonic could be a problem and the
inverter may haveto be disconnected. What isfurther interesting
is that such a scenario can be created even at progressively
higher set of SNI noise frequencies, which may be practically
achievable using even radiative noise injection.

After the analysis of the impact of the SNI, a simple miti-
gation approach is outlined. The mitigation approach initially
detects the onset of the noise using an event-triggered approach
where the event is generated when the deviation between the
measured value of a contaminated signal and its estimate ob-
tained using a Kalman filter exceeds a threshold. Subsequently,
the estimated signal is used along with other uncontaminated
measured feedback to execute amodel-based optimal controller
for the inverter, which is also used for noise-free conditions but
with only measured feedbacks. A 3-kW experimental inverter
hardware is devel oped that demonstrates the impact of the SNI
and the efficacy of its mitigation.
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APPENDIX A:
MODEL SUPPORT FOR (7B)

Model of the inverter following Feng et al. [19] is captured
by (7b)

Tk+1 — ‘bj (tl,tg, . ,tN) Tl

+ T (b1 tay o t) [ding dowr ]T (7D)

wheret; representsthe duration of the ith of the N subintervals
of aswitching cyclethat hasaperiod of T, j representsthe oper-
ating sector of the inverter determined using the a3 references,
and

N
Q; (t1,te,...,tn) = H eAwv-itn);(En-it1)

(A1)
=1
N t1
Fj (th to,... 7tN) = H eAw—itn);(7) / eAlj(T)Blde
i1 0
N to
+ H eAw-itn);(7) / eAQJ(T)BdeT 4.
i£1,2 0
tn
+ / Vi) By idr. (A2)
0

In (A1) and (A2), © = (in Vo is Vg Vo1 Vo2)', Which
represents, respectively, the a5 components of the measured
output inductor currents (i,s.) and capacitor voltages (7,.), and
the split-capacitor voltages (ve1, vee). Thenonzero elementsof
the matrix A;;, of dimension 6 x 6, are given by the following:

Ay(1,1) = A;;(3,1) = —r LYY, A5(1,2) = 455(3,2)
= — LYY, A;(1,5) = A7, (1,6)
=05L5 V(- (~1)2)))(2,1)
—O%Y, A455(3,5) = A35(3,6)
=05L5 V(- (~1)UFD)
Aij(4,1) = A;;(4,3) = A;;(4,5)
14 (=173
1

= 2 (=)0, 45(5,1)
= A;j (5,3) = Ayj (5,5)
B C(*l) 1— (_1)(j+1)
=0

where [7/3] represents the ceiling of the ratio. The nonzero
elements of the matrix B;;, of dimension 6 x 2, are given
by the following: B;; (51) = B;; (61) =C;' ,B;; (22) =
Bi; (24) = C;' . Inaddition to (7b), the following additional
equations are needed to solve the model:

ZOUI B, — TS L)_cl : ﬁavﬂk—l + (1 - RTSL]_Cl) ;OUt a,Br_1
(A3)

UNPk+1 = VC1k+1 — VO2k+1 (A4)
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where gy «,3, arean estimate of theload currentsinthe o and 3
frames, vy py 1 iSan estimation of the neutral-point voltage of
the inverter, and R isthe load resistance.
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