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Abstract—In this article, a novel method to detect
spoofed sensor data (SSD) for grid-connected inverters is
proposed. First, a Kalman filter is used to estimate the
inverter status in the proposed method. Then, the impact
of SSD on the residual between estimation and control
reference is analyzed. By leveraging the standard error of
residual, an adaptive cumulative sum (CUSUM) chart is de-
veloped to achieve fast SSD detection and improve robust-
ness. In addition, the proposed SSD detection method is
verified by the hardware experiment. A comparative experi-
ment with a conventional method also demonstrates the ra-
pidity and robustness of the proposed method. Finally, the
performance of the proposed method under different noise
covariance matrices is analyzed. Comprehensive analysis
shows that the proposed method meets the detection re-
quirement in IEEE 1547 Standard.

Index Terms—Adaptive cumulative sum chart (CUSUM),
detection, grid-connected inverter, Kalman filter, spoofed
sensor data (SSD).

I. INTRODUCTION

THE cyber-physical security of modern renewable energy
conversion systems has been one of the challenges in

smart grid [1]. As they integrate data sensing, processing,
and control, power electronic inverters are vulnerable to at-
tackers with technical knowledge. For instance, noninvasive
sensor spoofing attacks are used in [2] to compromise the
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performance of an inverter. With antennas and amplifiers, the
spoofed sensor data (SSD) can be injected to destabilize the
control system with devastating physical effects [3]. In [4],
the impact of high-frequency noise injection due to aliasing
on the detrimental performance of a grid-forming inverter is
demonstrated.

Many intrusion detection methods have recently been devel-
oped to detect false data or SSD. Data-driven strategies show
promise in anomaly detection without using any physical model
information; however, they require a large amount of training
data that is usually unavailable in real-world applications. Unlike
data-driven methods, model-based detection methods employ
the residual between measurement and estimation using physical
model information to detect anomalies. For instance, the invari-
ants are extracted from the model of both the physical system
and controller to detect false data in the dc microgrid [5]. Our
previous work [4] presented a detection and mitigation technique
using a Kalman filter. The method was designed to deal with
high-frequency SSD with subharmonic effects in the inverter.
To cope with potential low-frequency SSD, a model-based de-
tection method is developed in this letter. The main contributions
are summarized as follows.

1) A novel fast, robust SSD detection method using a
Kalman filter and adaptive cumulative sum (CUSUM)
chart is proposed for the grid-connected inverter.

2) The proposed detection method is validated by a hardware
experiment. The superior performance of the proposed
method in terms of response time and robustness is also
verified by comparative experiments with a conventional
method.

3) A comprehensive analysis demonstrates the effectiveness
of the proposed method in low-frequency SSD detection.
The detection time also meets the requirements in IEEE
1547 Standard [6].

II. SSD DETECTION IN GRID-CONNECTED INVERTER

A. SSD Representation

SSD is depicted as an additive signal to the measured data,
which is given by yf = yo + β, where yf is the compromised
sensor data, which is the final input of the controller, yo is the
original measured data, β represents the spoofed sensor data.
In this manuscript, three assumptions are made regarding the
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Fig. 1. (a) Diagram of the inverter with SSD detection. (b) Flowchart
of SSD detection.

cybersecurity of the grid-connected inverter. First, it is assumed
that the cyber-network security is assured, making it difficult
for attackers to corrupt the firmware and change the detection
threshold in the microcontroller. Second, it is assumed that SSD
injection cannot corrupt the firmware and only changes the
inverter state by compromising the sensor measurement. Third,
the proposed detection algorithm is considered to be trustworthy,
which only uses local measurements to detect SSD.

B. Model-Based SSD Detection

The novel intrusion detection scheme proposed in this work
is illustrated in Fig. 1(a). Fig. 1(b) introduces the Kalman filter
role for the inverter state estimation. The estimator modeling has
been developed in our previous work [4]. Although the high-
frequency SSD has been addressed in that work, the potential
low-frequency SSD effects are still a threat open to discussion
for the grid-connected inverter, which is investigated in this
manuscript.

To estimate the impact of low-frequency SSD, the residual
is analyzed between the estimation and the reference con-
troller, which is expressed as γ =

xref−x̂
xref

(%), where x̂ is
state estimation of the linear static Kalman filter. In this ar-
ticle, state x represents the inductance current in LCL fil-
ter. The Kalman filter can be expressed as x̂[k + 1|k] =
Adx̂[k|k − 1] +Bdu[k] +K(y[k]− Cx̂[k|k − 1]). K is the
Kalman filter gain, K = AdP [k|k − 1]CT (CP [k|k − 1]CT +
R)−1, P [k|k] = P [k|k − 1]−KCP [k|k − 1]. In normal con-
ditions, the probability density function of the calculated resid-
ual takes the following form γ ∼ N (E(γ), σγ), where E(γ) is
expectation of the calculated residual and σγ is the standard
error. With the SSD, γ is denoted as

γ ∼ N (E(γ) + γat, σ + σat) (1)

where γat is the bias generated by SSD and σat is the variation
in standard error. The residual γ distribution does not follow the
distribution in normal conditions. In the conventional detection
method, a threshold γt is set to detect residual γ variation.
When γ > γt, the SSD is detected. But a constant threshold
may lead to a malfunction. To enhance cybersecurity, an adaptive

Fig. 2. (a) CUSUM chart. (b) Adaptive CUSUM chart.

CUSUM chart is proposed to monitor the standard error shift of
the residual γ, which is expressed as follows:

Ui = max(0, Ui−1 + σγi − E(σγ)− T ), i > 1 (2)

T =

⎧⎪⎨
⎪⎩

(Ui−σγi)+(1−λ)s
Ui−σγi

, if (Ui − σγi) < −s

λ, if |(Ui − σ)| < s
(Ui−σγi)−(1−λ)s

Ui−σγi
, if (Ui − σγi) > s

(3)

where Ui is cumulative sum, U1 = 0; σγi is the standard error in
the ith window.E(σγ) is the expectation of the residual standard
error in normal conditions which is calculated experimentally.
T is determined by Ui, σγi, λ, and s using Huber function [7].
Based on the recommendation for CUSUM design in [8], the
threshold values can be set as nE(σγ), n=0.25,0.5,1,1.5....
According to (2), s is used to quantify the standard error shift.
Considering the impact of noise and parameter uncertainties,
s = 1.5E(σγ) is used as recommended for CUSUM design.
Thus, when the |(Ui−1 − σ)| is great than 1.5E(σγ), an adaptive
threshold will be implemented in this article. According to the
table given by Hawkins (1993a) [8], λ = 0.25E(σγ) is used in
the adaptive CUSUM chart to detect the moderate size shift
of the standard error, which also determines the predefined
threshold as shown in Fig. 1(b). Once the σγi increases rapidly
and crosses the predefined threshold, the T will be changed,
and the corresponding threshold decreases, which makes the
detection algorithm more sensitive to SSD. The value of s and
λ can be further optimized in the experiment.

The following summarizes the parameter selection for the
adaptive CUSUM chart: 1) develop a Kalman filter for state
estimation in a grid-connected inverter; 2) conduct a testing
experiment in a grid-connected inverter and calculate residual
between estimation and measurement; 3) calculate the expec-
tation of standard error E(σγ); 4) determine the values of s
and λ based on E(σγ) and discussion provided in the previous
paragraph; 5) tune the parameters s and λ until all testing
scenarios are validated in the experiment.

Fig. 1(b) shows the flowchart for SSD detection. To achieve
fast intrusion detection, the proposed method detects SSD when
Ui > 0. Fig. 2 shows the performance of a conventional CUSUM
and an adaptive CUSUM chart under time-varying standard
error. The anomaly appears at 0.15 s. In Fig. 2(a), because
of various standard error, Ui restores to zero around 0.21 s
which is a false alert. With adaptive T , the adaptive CUSUM
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Fig. 3. Experiment setup for the detection method verification.

Fig. 4. (a) Three-phase output current in the ANPC inverter and de-
tection time, where the green line represents the detection result, blue,
yellow, and pink line are three-phase current, respectively. (b) Standard
error of γ. (c) Cumulative sum of the standard error.

chart shows better detection robustness, as shown in Fig. 2(b)
(t > 0.15 s, Ui > 0).

III. EXPERIMENTAL RESULTS

To validate the proposed SSD detection method, a hardware
experiment is set up as shown in Fig. 3 using an active neutral
point clamped (ANPC) inverter. The inverter parameters are:
L = 0.5mH , rL = 0.67Ω, Cf = 3.9μF , and Lg = 4.5mH ,
which are also considered for the Kalman filter design.

A. Case Studies

1) Scenario 1: In this scenario, an SSD (β = sin(2πt)) is
low-frequency data that is injected into the measured inductance
current. Fig. 4(a) shows the disturbance of the output current
due to the SSD. The standard errors of the calculated residual
γ are shown in Fig. 4(b). Compared to the normal condition,
the standard error increased after the breach. In addition, the
standard error accumulates and increases rapidly as shown in
Fig. 4(c). The detection time (3.6 ms) is shown in Fig. 4(a).
The time-to-detect of the conventional method is 15.7 ms. Thus,
the comparative result of two methods validates the proposed
method in SSD detection.

Fig. 5. Comparison result between the conventional detection and the
proposed method, where the yellow line represents the phase-A output
current in the ANPC inverter, the blue line is the phase-A capacitor
voltage in the filter, the green line is the detection result of the proposed
method, the pink line is the detection result of the proposed method.

2) Scenario 2: In the second scenario, the performance
comparison between the proposed method and a conventional
method described in Section II-B is studied. An SSD (β =
0.5sin(10πt)) is injected into inductance current measurements.
As shown in Fig. 5, the distortion appears in the output current
after this attack. The proposed method detects the SSD using
5.5 ms. Compared to the proposed method, the conventional
detection method takes 44 ms to identify this attack using a
constant threshold γt. Additionally, the conventional method
stops alarming during T3. Because the calculated residual γ
varies periodically. The constant threshold cannot detect SSD
when the magnitude of γ is smaller than the constant threshold
γt. Therefore, the proposed method is more robust in SSD
detection.

B. Comprehensive Analysis and Evaluation

This section analytically demonstrates the robustness of the
proposed method under different noise covariance matrices and
low-frequency SSD. The performance of the Kalman filter-based
estimation method depends on the accurate modeling of the
noise and uncertainties in the controller and measurement. A
mismatch between the noise covariance matrices, i.e.,Q process
noise covariance andRmeasurement noise covariance matrices,
in Kalman filter design and uncertainties in the hardware may
lead to a degraded estimation performance. To obtain an opti-
mal observer gain K, different noise covariance matrices were
implemented in the simulation before the hardware experiment.
Fig. 6(a) shows that a histogram plot of the calculated residual
γ in the output current estimation using four different R, Q. As
shown in Fig. 6(a), the Kalman filter using R5Q0.1 performs
better with the γ groups being around zero. Using R1Q0.1,
the histogram indicates a constant estimation error (−0.25) in
the estimation result. Compared to R5Q0.1, there is a larger
residual variation in the estimation result using R1Q0.5 and
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Fig. 6. (a) Histogram of the calculated residual γ under different noise
covariance matrices. (b) 3-D plot illustrating the conventional detection
method sensitivity to intrusion noise frequency and noise covariance
matrix in Kalman filter. (c) 3-D plot illustrating the proposed detection
method sensitivity to intrusion noise frequency and noise covariance
matrix in Kalman filter (where RmQn represents the noise covariance
matrix in measurement and controller, respectively, m, n is diagonal
elements in the covariance matrix).

R0.1Q0.5. Experimental results in Fig. 6(b) also demonstrate
that the proposed method using R5Q0.1 is more efficient in the
detection.

To evaluate the proposed detection method, different noise
covariance matrices and SSD frequencies (1–500 Hz) were
implemented in the hardware testbed. The detection time for
different SSD of the conventional and the proposed method are
shown in Fig. 6(b) and (c). The results indicate a longer time to
detect (> 16ms, one cycle at 60 Hz) in the conventional method.
And the detection time of the conventional method is around
24 ms when SSD with low frequency. When R > Q, such as
R1Q0.1,R1Q0.5 andR5Q0.1, the detection time of the proposed
method is less than 16 ms in Fig. 6(c). This result not only
corroborates the results of the simulation analysis in Fig. 6(a),
but also demonstrates the robustness of the proposed method in
SSD detection when rational noise covariance matrices are used.

C. Time-to-Detect Discussion

We want to clarify some guidelines listed in the IEEE Standard
1547 [6], 1547.3 [9], and 1547.1-2022 [10]. IEEE Standard
1547 is the fundamental standard that specifies a set of uni-
form requirements for the interconnection of DER with the
electric power system. IEEE Standard 1547.3 is a guideline for
monitoring, information exchange, and control of distributed
resources interconnected with power systems, but it focuses on
the interconnection of the information path to power grids and
does not address SSD. IEEE Standard 1547.1-2022 provides
testing and evaluation procedures, including the recommended
time to detect for abnormal voltage and frequency operation.
According to Fig. 7 provided by this standard, the detection

Fig. 7. Clearing time definition in IEEE Standard 1547.

time is often 8–16 ms, which is the minimum length of time
from the inception of the abnormal condition to the change in
the state of the inverter’s output. As we consider SSD as one type
of anomaly, the experimental results in Section III-B show that
the corresponding time-to-detect using our proposed detection
method is less than 16 ms, which meets the requirement in IEEE
Standard 1547 and has superior performance than the existing
conventional methodologies.

IV. CONCLUSION

This letter presented a Kalman filter-based SSD detection
method for the grid-connected inverter. A residual between the
control reference and the estimation was analyzed from a statisti-
cal perspective. An adaptive CUSUM chart was used to monitor
the standard error shift of the residual. The hardware experiment
validated the proposed method. In addition, a comparison exper-
iment demonstrated that the proposed method performed better
than a conventional method. Finally, an evaluation experiment
was conducted to verify the feasibility of the proposed method
under different noise covariance matrices.
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[1] S. Sahoo, T. Dragičević, and F. Blaabjerg, “Cyber security in con-
trol of grid-tied power electronic converters–Challenges and vulnerabil-
ities,” IEEE Trans. Emerg. Sel. Topics Power Electron., vol. 9, no. 5,
pp. 5326–5340, Oct. 2021, doi 10.1109/JESTPE.2019.2953480.

[2] A. Barua and M. A. A. Faruque, “Hall spoofing: A non-invasive DoS attack
on grid-tied solar inverter,” in Proc. 29th USENIX Secur. Symp., 2020,
pp. 1273–1290. [Online]. Available: https://www.usenix.org/conference/
usenixsecurity20/presentation/barua

Authorized licensed use limited to: Sudip Mazumder. Downloaded on September 21,2023 at 02:34:26 UTC from IEEE Xplore.  Restrictions apply. 

https://dx.doi.org/10.1109/JESTPE.2019.2953480
https://www.usenix.org/conference/usenixsecurity20/presentation/barua
https://www.usenix.org/conference/usenixsecurity20/presentation/barua


3228 IEEE TRANSACTIONS ON INDUSTRIAL ELECTRONICS, VOL. 71, NO. 3, MARCH 2024

[3] J. Selvaraj, G. Y. Dayanıklı, N. P. Gaunkar, D. Ware, R. M. Gerdes, and
M. Mina, “Electromagnetic induction attacks against embedded systems,”
in Proc. Asia Conf. Comput. Commun. Secur., 2018, pp. 499–510.

[4] N. R. Gajanur, M. D. Greidanus, S. K. Mazumder, and M. A. Ab-
baszada, “Impact and mitigation of high-frequency side-channel noise
intrusion on the low-frequency performance of an inverter,” IEEE
Trans. Power Electron., vol. 37, no. 10, pp. 11481–11485, Oct. 2022,
doi 10.1109/TPEL.2022.3170885.

[5] O. A. Beg, T. T. Johnson, and A. Davoudi, “Detection of false-data injection
attacks in cyber-physical dc microgrids,” IEEE Trans. Ind. Inform., vol. 13,
no. 5, pp. 2693–2703, Oct. 2017.

[6] IEEE Standard for Interconnection and Interoperability of Distributed
Energy Resources With Associated Electric Power Systems Inter-
faces, IEEE Standard 1547-2018 (Revision of IEEE Std 1547-2003),
2018.

[7] M. Riaz, B. Zaman, I. A. Raji, M. H. Omar, R. Mehmood, and N. Abbas,
“An adaptive EWMA control chart based on principal component method
to monitor process mean vector,” Mathematics, vol. 10, no. 12, 2022,
Art. no. 2025.

[8] D. C. Montgomery, Introduction to Statistical Quality Control. Hoboken,
NJ, USA: Wiley, 2020.

[9] IEEE Guide for Monitoring, Information Exchange, and Control of Dis-
tributed Resources Interconnected With Electric Power Systems, IEEE
Standard 1547.3-2007, 2007.

[10] IEEE Standard Conformance Test Procedures for Equipment Intercon-
necting Distributed Energy Resources With Electric Power Systems and
Associated Interfaces, IEEE Standard 1547.1-2020, 2020.

Authorized licensed use limited to: Sudip Mazumder. Downloaded on September 21,2023 at 02:34:26 UTC from IEEE Xplore.  Restrictions apply. 

https://dx.doi.org/10.1109/TPEL.2022.3170885


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /sRGB
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Algerian
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
    /BaskOldFace
    /Batang
    /Bauhaus93
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BodoniMTPosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolSeven
    /BritannicBold
    /Broadway
    /BrushScriptMT
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /Centaur
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /Chiller-Regular
    /ColonnaMT
    /ComicSansMS
    /ComicSansMS-Bold
    /CooperBlack
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /EstrangeloEdessa
    /FootlightMTLight
    /FreestyleScript-Regular
    /Garamond
    /Garamond-Bold
    /Garamond-Italic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Impact
    /InformalRoman-Regular
    /Jokerman-Regular
    /JuiceITC-Regular
    /KristenITC-Regular
    /KuenstlerScript-Black
    /KuenstlerScript-Medium
    /KuenstlerScript-TwoBold
    /KunstlerScript
    /LatinWide
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSansUnicode
    /Magneto-Bold
    /MaturaMTScriptCapitals
    /MediciScriptLTStd
    /MicrosoftSansSerif
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MS-Mincho
    /MSReferenceSansSerif
    /MSReferenceSpecialty
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NuptialScript
    /OldEnglishTextMT
    /Onyx
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Parchment-Regular
    /Playbill
    /PMingLiU
    /PoorRichard-Regular
    /Ravie
    /ShowcardGothic-Reg
    /SimSun
    /SnapITC-Regular
    /Stencil
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /TempusSansITC
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanMTStd
    /TimesNewRomanMTStd-Bold
    /TimesNewRomanMTStd-BoldCond
    /TimesNewRomanMTStd-BoldIt
    /TimesNewRomanMTStd-Cond
    /TimesNewRomanMTStd-CondIt
    /TimesNewRomanMTStd-Italic
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VinerHandITC
    /Vivaldii
    /VladimirScript
    /Webdings
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /ZapfChanceryStd-Demi
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 150
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages false
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 900
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 1.00111
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 150
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages false
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 1200
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 1.00083
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 0.40
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 15
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 1200
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages false
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00063
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e55464e1a65876863768467e5770b548c62535370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc666e901a554652d965874ef6768467e5770b548c52175370300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /DAN <>
    /DEU <>
    /ESP <>
    /FRA <>
    /ITA (Utilizzare queste impostazioni per creare documenti Adobe PDF adatti per visualizzare e stampare documenti aziendali in modo affidabile. I documenti PDF creati possono essere aperti con Acrobat e Adobe Reader 5.0 e versioni successive.)
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020be44c988b2c8c2a40020bb38c11cb97c0020c548c815c801c73cb85c0020bcf4ace00020c778c1c4d558b2940020b3700020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken waarmee zakelijke documenten betrouwbaar kunnen worden weergegeven en afgedrukt. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /PTB <>
    /SUO <>
    /SVE <>
    /ENU (Use these settings to create PDFs that match the "Suggested"  settings for PDF Specification 4.0)
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


