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Abstract—With high penetration of distributed energy resources
(DERs), power systems are increasingly transforming into dis-
tributed power grids, which provide grid automation, decarboniza-
tion, and decentralization of critical assets. Smart inverters are key
power-electronic devices that connect renewable energy and energy
storage equipment to power grids. DER includes several intelligent
grid functions, such as fault ride through, grid-voltage support,
and reactive-power compensation, typically with real-time remote
access, data exchange, and seamless over-the-air firmware updates
in a cyber-physical environment. However, cybersecurity concerns
arise due to extensive information exchange among DER and multi-
ple stakeholders (e.g., utilities, aggregators, vendors, operators, and
owners). Therefore, smart inverters account for a growing attack
surface for the power grid. This article reviews the cybersecurity
best practices and current recommendations for smart inverters
and explores emerging cyber threats for smart inverters, including
malware attacks and hardware attacks. Finally, we propose a new
smart inverter security and resilience framework for developing
cyber-resilient smart inverters against the advanced/future threat
actors. This article establishes a resilience-by-design baseline ref-
erence for smart inverter cybersecurity teams, which bridges the
gap between cybersecurity and power-electronics’ communities.

Index Terms—Cyberattack, cybersecurity, distributed energy
resources (DERs), security-by-design, smart inverter.

I. INTRODUCTION

W ITH the technological advancement of grid automation
and the nation’s decarbonization and energy security
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improvement goals, today’s electric power grid is transforming
to utilize more distributed energy resources (DER), such as
photovoltaic (PV) systems, wind energy systems, energy stor-
age systems (ESSs), and electric vehicle charging systems [1],
yielding cyber-physical transition [2]. For instance, the capacity
of solar is anticipated to grow from 3% (80 GWac) of total
U.S. electricity to 40% (1000 GWac) by 2025 and 45% by 2050
(1600 GWac) [3]. Meanwhile, the high penetration of DER has
caused grid system instabilities due to their intermittent power
generation and low system inertia [4]. To increase the hosting
capacity, grid responsiveness, and interoperability of DER, IEEE
standards and grid codes have been updated to mandate DER to
provide power grid supporting functions (e.g., IEEE 1547-2018
[5] and IEEE 1547.1-2020 [6]) using smart inverters that com-
municate with utility control and automation systems via stan-
dard communication interfaces (e.g., IEEE 2030.5, IEEE 1815,
and SunSpec Modbus). Geographically dispersed DER with
diverse communication and computation systems is expected
to further improve the power grid resilience when coordinated
with the power system management [7].

Meanwhile, significant cybersecurity threats have arisen due
to extensive information exchanges between DER and multiple
stakeholders [8], [9] (e.g., utilities, third-party DER aggregators,
vendors, and operators/owners) to manage the DER intercon-
nected with electric power systems, which will expand the power
grid attack surfaces compared with other utility-owned power
devices (e.g., smart meter and advanced metering infrastructures
(AMIs) [10]. Specifically, residential and commercial DERs are
further exposed to cyberattacks if connected to poorly secured
home/building networks [10], [11]. Various attacks could be
ranked in DER systems from a low grid impact on a single
residential DER to a high grid impact on large-scale coordinated
DER, which, in turn, results in damaging expensive assets,
threatening human safety, and substantial disturbances to the
distribution power grid operation [10].

A standout real-world threat of DER is an advanced per-
sistent threat (APT) group who is well-resourced and trained
threat actors and enables to disrupt/destroy a target system
using intelligent techniques, including advanced tools, stealthy
approaches, repeated attempts, and long-term attacks [12]. In
2015, a complex cyberattack, including BlackEnergy malware,
KillDisk malware, and denial of service (DOS) attack, targeted
Ukraine’s power grid where an APT group (i.e., Sandworm)
switched OFF 30 substations, which left 225 000 people without
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power [13]. In December 2016, a sophisticated multicomponent
malware (i.e., Industroyer/Crashoverride, a variant of Stuxnet
worm [14]) designed to disrupt industry control systems (ICSs)
was discovered, which caused significant power grid outage
in Ukraine again [15]. First cyberattack on the U.S. grid was
reported on March 5, 2019 [16]. A DOS attack by an unknown
threat actor disabled Cisco Firewalls running adaptive security
appliance connected to power grid control systems in Utah,
Wyoming, and California. The DER operators were temporarily
blind to 500 MW wind and solar sites. In 2022, two German wind
companies were attacked by ransomware gangs resulting in dis-
connection to remote monitoring and operation of wind turbines
[17]. Eclypsium cybersecurity company revealed that the Conti
ransomware APT group who attacked Nordex Group by inject-
ing firmware malware directly into a device-level component,
such as a serial peripheral interface (SPI) flash memory [18].
Beginning in April 2022 and continuing through June 2022, the
TA423 APT group performed espionage activities in Australian
offshore wind turbine entities [19]. Lessons learned from the
real-world incidents in power grids include the following.

1) The sophisticated threat actors have been expanding their
targets from bulky power plants and substations to DER
control systems.

2) Ransomware attacks are the fastest growing form of cy-
berattacks.

3) Firmware malware attacks can directly target DER de-
vices, including smart inverters.

4) Cyberattack tactics and techniques frequently have
evolved, evading the existing DER cyber defense mecha-
nisms.

To address emerging DER cybersecurity concerns, significant
efforts have been made by government agencies and power
industries. IEC 62351 contains a provision to ensure the in-
tegrity, authenticity, and confidentiality of different protocols
used in power systems, specifically IEC 62351-12 [20]. Cyber-
security roadmaps for PV systems [21] and wind systems [22]
were released in 2017 and 2020, respectively. The roadmaps
summarized cybersecurity best practices, looking into the fu-
ture, and a list of possible next steps for strengthening cyber
resiliency. Sandia National Laboratories (SNLs) investigated
three advanced network-based defense techniques for DER,
including network segmentation, encryption, and moving-target
defense in a virtualized environment [23]. SNL sequentially
provided recommendation documents for DER network security
[24], [25], access controls [26], software patching requirement
[27], and requirements of a DER cybersecurity standard [28].
National Renewable Energy Laboratory (NREL) introduced
the certification process with 11 test cases for DER networks
[29] in 2019 and, subsequently, NREL and UL proposed the
UL Cybersecurity Certification Standard for distributed energy
and inverter-based resources [30] in January 2023. Starting on
February 22, 2019, California Rule 21 mandates that a new
DER must be ready to communicate to the host utility using
IEEE 2030.5 standard that includes the requirement of trans-
port layer security (TLS) 1.2 [31]. This process can improve
network protection against eavesdropping and replay through

TLS encryption, man-in-the-middle (MITM) security risk, and
spoofing through the security certificates (node authentication).
SunSpec Alliance currently provides SunSpec Certified program
taking an approach to compliance testing with SunSpec public
key infrastructure (PKI), and IEEE 2030.5 network protocol
through SunSpec-authorized test labs for DER project, including
smart inverters compliance to the California Rule 21 and Com-
mon Smart Inverter Profile (CSIP) standard [32]. Currently, a
new IEEE 1547.3-2023 [33] (Guide for Cybersecurity of DERs
Interconnected with Electric Power Systems) was released in
2023 to fill the DER cybersecurity gap, which includes necessary
and optional recommendations. It is anticipated that DER manu-
facturers should design DER devices, including smart inverters,
based on IEEE 1547.3, and DER stakeholders are recommended
to follow their roles and responsibilities. In view of this, the
adoption of the DER cybersecurity recommendations in design
phases is expected to mitigate well-known cyberattacks in ICS
or operational technology (OT) systems. As attackers are always
evolving new attack techniques and tactics, defensive cybersecu-
rity capabilities must also progress. Therefore, standardization
should be only considered as a means for establishing a baseline
security level.

Recently, smart inverter cybersecurity research has investi-
gated potential cyberattacks on DER control systems and smart
inverters. In 2016, an attack resilient framework for DER was
proposed based on the potential vulnerabilities and cybersecurity
challenges of multiparty environments [10]. Sebastian and Han
[34] explored emerging cybersecurity risks from smart inverters
and demonstrated a firmware dumping attack on a commercial
smart inverter in 2017. The authors in [35] and [36] introduced
cybersecurity vulnerabilities of smart inverters and their im-
pacts on power system operation. Real-time firmware security
of smart inverters against controller-firmware modification has
been studied [37], [38], [39]. In [39], a power-router proto-
type using a dual-controller design was proposed to improve
uptime and controller-firmware security. Real-time intrusion
detection methods have been widely studied to detect forged
data (e.g., sensor data and PQ setpoints used for DER inverter
controllers) using signature/rule-based network intrusion detec-
tion [40], data-driven/artificial intelligence (AI) based method
[41], model-based methods [42], and signal process methods
(e.g., water marking [43]). Furthermore, the DER controller
equipped attack resiliency against sensor data, and the control
command modification was proposed to ensure that the grid can
remain operational during an attack [44], [45]. A comprehensive
survey on potential attack models and defense methods for smart
inverters is provided in [46].

Existing literature on DER cybersecurity does not incorporate
best practices from the smart inverter industry and DER secu-
rity standards/recommendations. This article aims to provide a
comprehensive review and gap analysis of security best practices
based on the reverse engineering of a commercial smart inverter
system and security recommendations for the DER industry. In
addition, practical cyberattacks on the security-enhanced smart
inverters incorporating the current security recommendations
are suggested. Finally, we propose a smart inverter security and
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Fig. 1. Practice architecture of the DER system incorporating smart inverters.

resilience framework and discuss future directions for develop-
ing a next-generation cyber-resilient smart inverter security by
design.

The main contributions of this article can be summarized as
follows.

1) We provide a comprehensive review of the lat-
est smart inverter cybersecurity best practices, stan-
dards/recommendations, and the latest defense methods.

2) We identify remaining issues, vulnerabilities, and their
criticality by reverse engineering an industry-leading
smart inverter and assessing current security recommen-
dations for smart inverters.

3) We suggest practical smart inverter attack models based
on the remaining issues and identified vulnerabilities of
the current best practices and recommendations, and the
impacts of the attacks if successful.

4) We propose a new smart inverter security and resilience
framework as a practical guideline to achieve device-level
security and resilience by design and to leverage develop-
ing cyber-resilience for other edge controllers in ICS/OT
infrastructures.

5) We provide remaining challenges and future works for
industry adoption of the new framework toward cyber-
resilient smart inverter.

II. SECURITY ASSESSMENT OF A COMMERCIAL SMART

INVERTER AND CURRENT RECOMMENDATIONS

This section describes the operations of a DER system, re-
views cybersecurity features in a commercial smart inverter by
reverse engineering, and identifies the remaining vulnerabilities
of the current smart inverter cybersecurity recommendations.

A. DER Cyber System

Fig. 1 shows a practice architecture of a DER system in-
corporating smart inverters, which meets the requirements in
California Rule 21. A third-party DER aggregator manages a
group of small DER devices on behalf of the DER owners
while communicating with utility DER management system
(DERMS). A DER site gateway is SunSpec Certified IEEE
2030.5 gateway (e.g., [47]), which is used to interconnect DER

devices with a third-party DER aggregator or directly with a
DERMS over IEEE 2030.5. CSIP-certified IEEE 2030.5 gate-
ways help the DER managing entities monitor and control DER
regardless of the communication capability of the DER devices.
Typically, these are IEEE 2030.5 clients that communicate with
the DER equipment. The management entities (e.g., PKI servers
for certificate management; network management service; ven-
dors and DER site operator/owner for DER device management
and maintenance, such as firmware update) can remotely com-
municate with the DER devices (e.g., smart inverters and DER
gateways) using the communication protocols defined in IEEE
1547-2018 (e.g., SunSpec Modbus, DNP3, and IEEE 2030.5)
and proprietary network protocols (e.g., HTTPS and 4G/5G cel-
lular network). Smart inverters can be locally accessed by local
human–machine interface [e.g., smart inverter user portal (e.g.,
web user interface (WebUI) with HTTPS)] and local network
protocols (e.g., SunSpec Modbus).

B. Smart Inverter

A smart inverter (e.g., [48]) mainly consists of three layers:
Network Layer (L1), Controller layer (L2), Power Electronics
(PE) Hardware Layer (L3), as shown in Fig. 1. Network layer
board L1 includes the following: a microprocessor unit (MPU)
with ARM architecture that has relatively high computational
power with ROM bootloader and operates smart inverter appli-
cations with embedded Linux OS; an SPI flash memory that
stores bootloaders (e.g., U-Boot) and a root file system; and
additional peripheral network components and interfaces, such
as local area network ports, a Wi-Fi module, a USB, a serial
communication interface module, and a JTAG debug port. L1 is
similar to a typical Internet of Things (IoT) edge device enabling
direct connection to external servers in a secure tunnel with TLS
1.2/1.3 via public Internet. Moreover, users/installers also enable
to access the smart inverter through a built-in WebUI over Wi-Fi
or Ethernet. Control layer board L2 has a microcontroller unit
(MCU) that provides relatively lightweight computing power
for signal processing and inverter control with a real-time oper-
ating system installed in the on-chip MCU memory. Controller
firmware is installed in the MCU and updated through L1 or
directly through a JTAG debug port in L2. L3 includes PE
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TABLE I
REVIEW OF CYBERSECURITY FEATURES FOR COMMERCIAL SMART INVERTER AND CURRENT RECOMMENDATIONS

hardware components, such as power switches, gate drives,
relays, analog filters, sensors, and communication interfaces
with L2.

C. Security Assessment of Commercial Smart Inverter
Security and Current Security Recommendations

In this article, a total of nine security features are selected
based on the IEEE 1547.3 [33], SunSpec DER Device Secu-
rity Certificate (Phase 1) [32], IEC 62351-12 [20], and other
cybersecurity guidelines, such as UL certification [30], [49],
[50], [51], [52], to review a commercial smart inverter. Table I
presents the summary of smart inverter cybersecurity features
for an industry-leading commercial smart inverter and current

recommendations. Typical defense mechanisms (D#), includ-
ing prevention, detection, and recovery, were used to assess
the current security functions (R#). It is expected that R# can
improve the security level of the current DER smart inverters
and potentially pass the security certification tests, such as
NREL/UL certification [30] and SunSpec DER Device Cyber-
security Certification [32]. However, the smart inverters with
R# will still be vulnerable to advanced attack tactics and threat
actors, such as insiders, which were expressed as V#. Identified
issues were expressed as I#. Besides, the criticality of the existing
vulnerabilities is assessed in the Appendix.

Network Security: The commercial smart inverter utilizes
TLS 1.2/1.3 encryption with X.509v3 node authentication for
Internet-routed communications over the public Internet be-
tween an external server (e.g., vender server) and the smart
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inverter (i.e., HTTPS) (R1) and enables DER network proto-
cols, such as IEEE 2030.5 communication, externally over the
Internet. SunSpec Modbus communications with access limited
Modbus registers over the public Internet or local network can
be secure by incorporating a TLS wrapper (R2), as (SunSpec)
Modbus has no encryption and authentication functions [33].
These can prevent major data-in-transit security concerns, such
as eavesdropping, reply, and MITM attacks in the DER network
(D1). However, Dai et al. [53] discovered and demonstrated
that fake certificates issued by a DNS cache poisoning could
compromise existing PKI technology in TLS (V1). In addition,
an occurrence of network delay in the DER facility operation
[54] can be challenging if TLS is adopted in the local Modbus
communication (I1). Also, password stealing of a smart inverter
portal through a local connection (e.g., keylogging) will open a
door for modifying Modbus registers, which bypasses security
rules in restricted access registers and TLS security (V2). Even
though the current smart inverter provides local network service
access and for only authorized users [49], the network segment
method (R3) can be applied to distribute data into multiple pro-
tected zones and prevent lateral network movement [33]. How-
ever, an authorized network masquerading as normal-looking
network access can bypass the existing security rules in the
network segment framework (V3) [55].

Firmware Patching and Booting Security: It is observed that
the available firmware used to update the commercial inverter is
packed with obfuscation methods (R4), such as compression and
encryption, to prevent unauthorized firmware file reverse engi-
neering (D4). However, advanced unpacking tools and methods
can unpack the firmware file [56] and conduct file reverse
engineering (V4). Secure boot (R5) checks the authenticity and
integrity of the firmware (e.g., bootloader, Linux kernel, and
Root file system) during the boot process, which is a crucial
chain of trust for firmware booting security (D5). However,
selecting a secure implementation is critical because multiple
U-Boot vulnerabilities were found recently (CVE-2022-30709
and CVE-2022-30552 [57]) (V5). Furthermore, the cyclic re-
dundancy check (CRC) method checks software/firmware in-
tegrity during firmware update/booting process in the commer-
cial smart inverter. In [33], the codesigning method (R6) is
recommended that utilizes a cryptography signing key and hash
integrity checking instead of the checksum-based CRC method,
which can prevent unauthorized firmware modification (D6).
However, the codesigning could be vulnerable to a spoofed
codesigning certificate (CVE-2020-0601) [58] and vendor’s
codesigning system vulnerability (e.g., SolarWinds supply chain
attack [59]) (V6). When attackers breach codesigning systems,
they can update malicious firmware as the authorized patching
process.

Device Authentication and Encryption: The commercial in-
verter uses its manufacturer model object identifier (OID) and se-
rial number during the commissioning process without evidence
of the use of a cryptomodule/process. Therefore, appending
a cryptomodule/process (R8) is recommended in [33], such
as a trusted platform module (TPM) chip that generates and
securely manages secret/encryption keys. The cryptomodule can
prevent data-at-rest falsification by attesting the data hash (D8).

However, vulnerabilities on a TPM chip could leak secret keys
(V8) [60].

Device Access Control: The inverter offers a blacklist-based
firewall in a router/gateway and requires a user ID and pass-
word to access the smart inverter (e.g., WebUI over Wi-Fi or
Ethernet). Meanwhile, the standard recommends the use of a
whitelist firewall (R9), a password-based multifactor authenti-
cation (MFA) (R10) to prevent password-guessing attacks, and
a role-based access control (R11) [33]. These will prevent unau-
thorized device access (D9–D11). Historically, access control
functions are vulnerable to IP masquerading (V9) [55] and MFA
prompt bombing (V10) to trick users into letting them in [61].
Moreover, insiders (e.g., disgruntled employees or malicious
insiders) (V9–V11) can have an access privilege as authorized
vendors or operators, which can bypass any security functions
by disgruntled employees [62].

Device IDS: The smart inverter provides an audit/log record
system as IDS [50], while the standard recommends a network-
based gateway IDS with a deep packet inspection in the DER
site network gateway for the device-level IDS (R12) [33].
However, the smart inverter will be threatened by existing
vulnerabilities, such as the local network vulnerabilities and
device access control vulnerabilities and malware attacks (V12).
Therefore, an inverter host-based IDS guide should be further
developed.

Malware and Ransomware Security: Because malware and
ransomware can be loaded to smart inverters via network,
current smart inverter vendor may provide network-based IDS
or IPS [51]. However, no specific malware and ransomware
security methods were found beyond the firmware and boot-
ing security in the smart inverter (R6 and 7). The local fac-
tory reset (R13) could be used if remote patching was dis-
abled by malware or ransomware [33]. However, a long re-
covery time is anticipated due to the manual recovery process
by physical access (V13). Besides, stolen confidential data
from the smart inverter will increase the chances of the next
ransomware attacks [63].

Hardware Security: Typically, debug interfaces are allowed
for authorized personnel [52]. However, we observed that the
JTAG debug interface of the inverter was disabled (R14), which
prevented firmware modification by physical access (D14).
However, a reverse firmware engineer demonstrated reactivating
the debugging interface (V14) [64]. Although the overall con-
cept of supply chain security (R15) can mitigate counterfeit IC
chip attacks (D15) [33] and the side-channel attacks, advanced
hardware trojan (HTR) at each stage of the IC supply chain
and printed circuit board (PCB) level trojan are the threats of
disrupting the hardware (V15) [65].

Resilient Control (RC): The edge DER control is respon-
sible for rapidly generating the desired control sequences for
the DER converters guided by local measurements and global
consideration, including the coordination. Furthermore, imple-
menting robust resilience for mission- and time-critical opera-
tion of DER is a critical challenge facing DER-based resilient
power systems. RC function for DER smart inverters was not
found in the smart inverter and current DER cybersecurity
standard/recommendation.
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Fig. 2. Practical cyberattack model targeting security-sensitive layers of a smart inverter.

Overall, the current security best practice and standard/
recommendation (the current recommendations) for smart in-
verters mostly focus on network security and firmware security
in the prevention stage, neglecting critical security requirements
of the smart inverters, specifically malware, ransomware, RC,
and hardware security. In addition, it is anticipated that quan-
tum attacks will be feasible in just five to ten years [66]. If
the quantum computing attack is possible, the adversary can
easily leverage existing vulnerabilities of V1 (PKI vulnerabil-
ity in TLS), V6 (Spoofed codesigning certificate), V7 (TPM
vulnerability), and V10 (MFA) by extracting private keys or
predicting passwords [66]. It is noted that the vulnerabilities in
Table I are just examples. New vulnerabilities can be discovered
and used by adversaries. From a security design perspective,
it is assumed that such vulnerabilities are successfully used for
creating specific attack vectors and lead to success in developing
practical attack models.

III. PRACTICAL ATTACK MODELING TARGETING SMART

INVERTER AND IMPACTS

In this section, we introduce practical attacks targeting spe-
cific layers of the smart inverter with the recommended se-
curity functions, as described in Section II. Fig. 2 shows the
security-sensitive layers of a smart inverter and potential at-
tacks on the layers and Table II summarizes the security threat
modeling of the smart inverter. A total of 15 practical attack
models are suggested based on the identified vulnerabilities and
real-world incidents and the impacts of the attack models are
discussed.

A. Network Layer Attacks

Attack #1—DER Control Center DOS Attack: DOS/distri-
buted DOS (DDOS) attack disables network communications
by intentionally flooding network packets or at a particular time
once the IP address and port number of the network device are
known to the attacker. The real DOS cyberattack incident that
targeted the DER control center demonstrated the capability of
communication loss interrupting the DER management service
[16]. Ahmad et al. [67] validated an inverter-level impact from a
DER control center DOS attack, resulting in a loss of receiving
a control command and grid data. Therefore, it can be expected
that a DOS attack on a control center that manages DER sites in
a region can cause a regional blackout.

Attack #2—DER Site DOS Attack: Choi et al. [68] experi-
mented DOS attacks on a smart inverter and showed impacts on
a typical DER site using a hardware-in-the-loop testbed. Two
DOS attacks were emulated: TCP ACK flooding DOS attack
using Hping3 tool and Packet Drop DOS attack using Ettercap
tool to disrupt the local DER site. Once the flooding DOS attack
was launched, the MPU and network resource usage rapidly
increased, resulting in loss or delayed communication of the
smart inverter. Meanwhile, the packet drop DOS attack dropped
the network data (e.g., active power data from the smart inverter).
The DER control center will have a loss/delay of monitoring
and control support of the affected inverters [68]. However, the
chance is very low to generate widespread DOS attacks targeting
all smart inverters. Therefore, the grid impact is expected to be
low compared with the DER control center DOS attack.

Attack #3—Backdoor Attack: Backdoor is a malware attack,
and it can be exploited as an initial access and reconnaissance of
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TABLE II
SECURITY THREAT MODELING FOR SMART INVERTER
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Fig. 3. Ransomware attack model targeting DER smart inverters through an inverter vendor’s OTA firmware update system.

a target smart inverter and the connected network devices. For
example, a backdoor can be established on the flash memory
of the network layer by an insider, masqueraded software [12],
or a malicious firmware update using the patching and booting
vulnerabilities. Once the backdoor is installed in the smart
inverter, the attackers can escalate their privilege and install mal-
ware (e.g., ransomware, botnet, and worm) to the smart inverter
while bypassing/deactivating the embedded security functions
[69].

Attack #4—Ransomware Attack: Ransomware is one of the
fastest growing malware types that holds the system for ransom
by locking the users from accessing the system (Locker/Blocker-
style ransomware) or encrypting their important/credential data
of the target system (Cryptostyle ransomware). An example
of a ransomware attack model is shown in Fig. 3. A locker-
style ransomware attack will encrypt the remote access func-
tions of the smart inverters (e.g., authorized user access cre-
dential in “passwd” file) and manipulate the inverters to be
bricked/malfunctioned. As a result, DER operators cannot ac-
cess and control the locked and malicious smart inverters [63]
causing the local grid disturbance.

Attack #5—DER Botnet Attack: A DER Botnet (i.e., bot
network) is a group of compromised DER devices by botnet
malware. Although the DER Botnet has been inactivated for a
long time, it will be simultaneously controlled by a single or
multiple cyberattackers for coordinated malicious activities at
a certain period. For example, the DER botnet can initiate a
DDOS attack targeting the DER control centers. Also, DER
smart inverters affected by botnet malware can malfunction
during specific grid events, which will cause a longer regional
blackout [70].

Attack #6—Worm Attack: A worm is a self-replicate, self-
propagate, and self-run malware automatically compromising
other connected systems via networks [71]. For example, pan-
demic malware finds and infects all devices on the network in
the shortest time possible via a brute force approach. This is
distinct from virus, which requires a user’s manual execution to

initiate replication and propagation. In a DER network system, a
compromised smart inverter device or gateway by worm would
propagate to compromise other DER devices and the DER con-
trol center in the DER network. The worm-infected DER control
center and devices may spread worms to the other power grid
stakeholders. If the widespread of the worm attack is successful,
there will be severe damages to the power grid and the longest
recovery time is anticipated since it is unclear how many devices
and systems are infected by worms.

Attack #7—HTR Attack: Conventional HTR is a malicious
modification of the circuitry of an integrated circuit (IC) and
it may target any layers of the smart inverter. For example,
a trojan circuit embedded in a chip (i.e., spy chip [72]) on
the network layer of the smart inverter can be exploited as a
backdoor access. In addition, PCB trojan [73] can be created by
tampering the interconnect lines at the internal layers or altering
the components, which will cause the leak of secret information
about the smart inverter. Such supply chain type attacks will
bring widespread negative grid impacts.

B. Controller Layer Attacks

Malicious controller firmware can be delivered via an over-
the-air (OTA) updating process to the network layer of the smart
inverter first, then it will be patched into the MCU in controller
layer [74]. This controller-firmware attack vector will bring
Attacks #8, #9, and #10 in a stealthy way.

Attack #8—Malicious Control Algorithm Attack: The smart
inverter will operate maliciously due to the modified inverter
control algorithms through the controller-firmware modifica-
tion. For example, the malicious modification of the maximum
power point tracking (MPPT) algorithm in the converter control
block in Fig. 2 can limit the power generation of the solar
inverter [75]. Besides, the smart inverter operates counter to
grid-supportive function commands once the grid-support func-
tions block is maliciously modified [76]. As a result, a regional
disturbance or blackout can be anticipated.
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Attack #9—Malicious Control Setting Attack: The smart in-
verter control parameters are set to certain values and can
be changed to optimize the performance of the inverter by
configuration change patch methods. Control setting can be
compromised through edit parameters or parameter file updates
by malicious grid operator in DER control servers (AV11) or
malicious smart inverter portal user (AV12). This attack is a DER
control misconfiguration attack leveraging the new required
grid-support functions defined in IEEE 1547-2018, such as DER
ride-through setting and trip threshold setting, causing inverter
tripping during a grid disturbance [76]. The nefarious control
setting of multiple inverter-based DER sites can result in a
regional blackout.

Attack #10—Controller Input Data Spoofing Attack: This
attack spoofs the on-board sensor data used as stealthy inputs
of the inverter controller by the firmware modification (AV8–
10). If the attacker has no prior knowledge of the system, the
on-board sensor data will be designed by mixing the original
value with a malicious factor, as ỹ (t) = y(t) + β during the
attack duration. Here, β is unknown signal due to the malicious
modification of the signals [77]. Falsified controller input sensor
data will degrade the inverter operation or lead to tripping [77].
The degraded smart inverters may cause grid instability [77].
In addition, the groups of tripped smart inverters can cause a
regional blackout [76].

Attack #11—Malicious Control Command Attack: This attack
aims to modify or create malicious control commands, such as
grid-support functions and a rapid shut-down for solar systems,
from the DER control center to the smart inverters using a mali-
cious smart inverter user portal (AV12) or MITM attack schemes
(AV13–15). For example, an MITM tool (e.g., Ettercap) in a
DER site network will be installed in a DER site router or data
aggregator (AV13. DER site MITM) [12]. An adversary steals
TLS certificate key of the DER control center or session keys
and then builds an MITM (AV14. TLS MITM) [53]. The smart
inverters controlled by the DER control center will maliciously
operate, which will cause regional grid disturbance [12]. The
worst attack case will be anticipated if the adversary succeeds
in manipulating TLS certificate authority (CA) and then builds
MITMs verified by the CA among DER control centers and
numerous smart inverters (AV15. CA MITM) [78]. Using the
CA MITM, malicious control commands can be simultaneously
sent to the groups of smart inverters, resulting in wide area grid
disturbance.

Attack #12—DER Site Measurement Spoofing: Grid (e.g.,
Vpcc, voltage at point of coupling) and local measurement (e.g.,
local sensor data) used in the inverter controller can be falsified
through the malicious smart inverter user portal (AV12) or local
MITM (AV13) [79].

C. PE Hardware Layer Attacks

PE hardware layer exposed to physical access will be a target
of attackers. In this article, three types of hardware attacks are
considered. Fig. 4 shows an example of attack points targeting
the PE hardware layer. Overall, PE hardware layer attacks will
cause low grid impact. However, it is anticipated that small

Fig. 4. PE hardware layer attack points.

drones equipped with an EMP generator may create Attacks
#13 or #14 targeting widespread smart inverters.

Attack #13—Hall Sensor Spoofing Attack: This attack is a
noninvasive hardware attack targeting hall sensors measuring
the voltage and current of the inverter. For example, an attacker
physically injects external electromagnetic signals to perturb
the magnetic field intensity of the Hall sensors by attaching or
placing an electromagnet [80] near the target inverter (AV16).
The Hall sensor measurement can be increased during the attack.

Attack #14—Side-Channel Noise Injection Attack: This attack
intentionally injects noise signals to manipulate sensor data. For
example, intentional electromagnetic interference noise can be
induced by the input of analog-to-digital converter (ADC) due
to electrostatic discharge diodes or a photo-diode-based infrared
(IR) light sensor using an antenna (AV17) [81]. The injected
noise can degrade the performance of the inverter control oper-
ation or malfunction [81], [82], [83].

Attack #15—PE Hardware Attack: Intentional PE hardware
layer attack can include tempering, swapping, and vandalism
to defect the PE hardware layer by physical attackers (AV18).
This attack can cause degrading inverter performance, PE hard-
ware components’ faults, and shutting-down the device by the
protection circuits [84].

IV. CYBER-RESILIENT SMART INVERTER SECURITY BY DESIGN

This section proposes a smart inverter security framework
using additionally recommended defense strategies that are
expected to mitigate the challenging attacks, as introduced in
Section III, and then discusses remaining challenges and future
direction. In general, a cybersecurity framework provides a
structured approach to address the cybersecurity requirements
of a target system. A popular framework is the National In-
stitute of Standard Technology (NIST) Cyber Security Frame-
work [85], which provides security recommendations for critical
infrastructure organizations in each stage, including identify,
protect, detect, respond, and recovery. Based on the NIST cyber
security framework, four stages are considered for designing a
cyber-resilient smart inverter, including prevention, detection,
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TABLE III
SMART INVERTER SECURITY AND RESILIENCE FRAMEWORK (PROPOSED RECOMMENDATIONS)

resilience, and forensics. Table III presents the proposed smart
inverter security and resilience framework with the recom-
mended key defense strategies that need to be included in the
future smart inverter cybersecurity standard/recommendation.

Prevention: In addition to the industry standard security func-
tions, as introduced in Section II, intrusion preventions (IPs)
are required to prevent the attacks in design stage and protect
the smart inverter by proactively detect intrusions, which include
standard network prevention (N-IP1: R1–3, R8–12), PQC-grade
network protocol (N-IP2), standard firmware security (M-IP1:
R4–7), malware file prevention (M-IP2), PQC-grade codesign-
ing (M-IP3), HTR prevention (HT-IP), malicious firmware up-
date prevention (CF-IP), malicious control command prevention
(CC-IP), grid data spoofing prevention (EM-IP1), local sensor
data spoofing prevention (EM-IP2), shielding (PE-IP1), physical
access prevention (PE-IP2: R13), and PE hardware authentica-
tion (PE-IP3).

As most smart inverters are resource-constrainted devices,
smart inverter developers need to prioritize the IPs based on
their security budget and severity. Besides, additional external
security system, such as malware file screening server [74]
and blockchain security server [103], can be used to support
additional computational resources for M-IP1, HT-IP, CF-IP,
CC-IP, and EM-IPs, while smart inverters install APIs accessing
the external system.

Detection: A smart inverter conducts real-time attack de-
tection if an attack bypasses the prevention tools and impacts
the smart inverter (i.e., reactive detection). To effectively detect
the practical attacks in Section III, various intrusion detection
systems (IDs) are necessary. As per DOS-related attack detec-
tion, control center down detection (N-ID1) and DOS attack
detection (N-ID2) are suggested. Malware detection algorithms
are needed, which include general malware detection (M-ID1),
backdoor detection (M-ID2), ransomware detection (M-ID3),
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Fig. 5. Cyber-resilient smart inverter security and resilience by design based
on the smart inverter security and resilience framework.

botnet device detection (M-ID4), and worm device detection
(M-ID5). Besides, HTR detection (HT-ID), malicious control al-
gorithm detection (CF-ID1), malicious control setting detection
(CF-ID2), controller input data spoofing detection (CC-ID), ma-
licious control command detection (CC-ID), grid data spoofing
detection (EM-ID1), local sensor data spoofing detection (EM-
ID2), Hall sensor spoofing detection (PE-ID1), side-channel
noise injection detection (PE-ID2), and PE hardware attack
detection (PE-ID3) are suggested.

Besides prioritizing detection algorithms, implementation
of the reactive detection algorithms requires an additional
processor for a comprehensive attack diagnosis leveraging
fault/attack location, isolation, and service restoration (FLISR).
Furthermore, the results will no longer be trusted if the de-
tection algorithms are implemented in the malware-infected
controller/processor.

Resilience: Resilience refers to the ability of the DER smart
inverter to promptly respond, withstand, and fast recover from
attacks. Control resilience can be achieved by both self-RC
for smart inverter resilience and coordinated resilient control
(CRC) by a group of smart inverters for grid resilience. RC
functions include DOS attack resilient control (RC1), malicious
control command resilient control (RC2), grid measurement
spoofing resilient control (RC3), local measurement resilient
control (RC4), Hall sensor spoofing resilient control (RC5), side-
channel noise injection resilient control (RC6), and fault-tolerant
control (RC7). Recommended CRC functions for the power grid
resilience include DER DOS resilient control (CRC1), DER
ransomware resilient control (CRC2), DER botnet resilient con-
trol (CRC3), and DER worm resilient control (CRC4). Besides,
detailed malware resilience (MR) functions are required, which
include general malware recovery (MR1) and ransomware re-
covery (MR2). Furthermore, fast HTR and controller-firmware
patching (CFR) are necessary in resilience stage once the attacks
are detected.

Forensics: Forensics stage aims to analyze the evidence of in-
cidents of the smart inverters and evaluate the defense strategies
after attacks. The required forensics functions include external

network forensics (NF1), DER site network forensics (NF2),
malware forensics (MF), hardware trojan forensics (HTF),
controller-firmware forensics (FF), and power-electronics hard-
ware forensics (PEF).

The practice of deliberately extracting and preserving data
after an intrusion is not yet a supported feature of the smart
inverter. Also, it might be difficult to remove a device from
the grid for forensics analysis. Additional tools (e.g., forensics
designated port) should be considered in the future smart inverter
design.

V. CASE STUDY OF SMART INVERTER SECURITY AND

RESILIENCE FRAMEWORK

This section reviews the existing defense strategies that might
be adopted to the smart inverter security and resilience frame-
work and the remaining works. Fig. 5 shows a concept of
cyber-resilient smart inverter design based on the smart inverter
security and resilience framework.

A. DOS Attack Defense (Attacks #1 and #2)

Prevention of Attack #1 might be not a scope of smart inverter
device level. With a redundant wide area network, CRC1 can be
achieved. In [68], smart inverters use additional BC network to
enhance the resilience of DERMS by recovering the operation
of a DER system once the DERMS outage is detected. The BC
system as a governance platform for the DER system provides
security and RC services on behalf of the DERMS until the
availability of the DERMS is recovered.

Overall, network attacks can be mitigated by N-IP1 and
N-IP2. Specifically, physically unclonable function (PUF) em-
bedded cryptomodule providing robust key protection against
physical intrusion and reverse engineering attacks protect private
keys [78] and upgrading PKI cryptography algorithms with
post-quantum cryptography (PQC)-grade algorithms can signif-
icantly mitigate the PKI vulnerabilities.

DOS attacks targeting a DER control center or DER site can
be detected by implementing N-ID1 and N-ID2 based on cyber
data-based methods [40], physical data-based methods [86], and
hybrid methods [87], [88]. RC1 can be realized by designing a
communication-free primary inverter controller. For example, a
rule-based fallback control strategy [88] is proposed to enhance
the resiliency of the microgrid by managing the state of charge
of an ESS in a decentralized manner during communication loss
of the ESS smart inverter. To mitigate the intentionally delayed
measurements and control commands targeting the secondary
controller of inverter, Roig Greidanus et al. [86] propose a
prediction policy using the inner control loop dynamics to
reconstruct a compensating signal locally. Network forensics
methods (NF1 and NF2) should be developed to analyze the
incidents and assess the defense methods.

B. Malware Defense (Attacks #2–#6)

M-IP2 is designed to screen new files received and classify
the files as malware or goodware (benign files) using a static
or dynamic malware analysis in a virtual environment. Static
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malware analysis examines the incoming binary files by au-
tomated reverse engineering methods without running them.
Simple static analysis methods utilize static data, such as file
header information, file hash, and URL. For example, a smart
inverter with PE Studio communicating with online antivirus
scanning servers (e.g., VirusTotal) enables to detect known
malware files using the extracted static data [74]. Recently, a
convolutional neural network based malware file detection with
deep transfer learning has been proposed for a device-centric
smart inverter malware file detection [69]. This method uses
two-dimensional grayscale image files converted from binary
files and does not require reverse engineering tools, such as the
disassembler. Dynamic analysis methods examine the behavior
of malicious files by virtually running them (e.g., Cuckoo Sand-
box [90]) that requires relatively higher computational resources
and memory space, which might be not relevant to the smart
inverter device-level solution. Besides, M-IPS requires unpack-
ing and deobfuscation methods [56] if malware files are packed
and obfuscated, which, however, has not been studied in DER
devices.

M-IDs are designed to detect malware running in the smart in-
verter. M-ID1 is designed to detect general malware without con-
sidering the types of malware. In [91], ML classifiers are trained
and validated by data acquired from hardware performance
counters (HPCs). A side-channel malware detection method that
utilizes CPU power consumption data [92] is another example
of M-ID1. M-ID2 detects a hidden backdoor. As an example, a
universal firmware vulnerability observer (UFO) has been used
to detect for verifying firmware security and discovering hidden
backdoor in an IoT device [93]. M-ID3 and M-ID4 are methods
that detect DER botnet devices (e.g., [94]) and DER worm
devices communicating with the smart inverter, respectively.
MR1 refers to a fast recovery strategy for a malware-infected
smart inverter. Continella et al. [95] monitor the filesystem activ-
ity over time to compare with a golden image. If this comparison
fails (e.g., ransomware executable file injection), a rollback
process is promptly initiated. Specifically, MR2 is designed for
a fast ransomware recovery strategy. For example, a key backup
or discovery method can be utilized to recover ransomware
encryptions [96]. CRCs, CRC2–CRC4, are necessary to mitigate
the impacts of malware-infected smart inverters. MF is a method
of analyzing suspicious or malware-infected smart inverters to
learn evolving malware attacks and improve malware defense.
As an example, a device-level memory forensics method has
been proposed to analyze memory data extracted from a smart
inverter [97]. More practical study on CRCs and MF methods is
urgently required.

C. HTR Defense (Attack #7)

HT-IP includes the methods of designing and testing ICs
and PCBs used in the smart inverter against HTRs. For in-
stance, asset-based structural checking tools can be used to
detect malicious insertions in an IC [98]. Assets indicating the
roles/contributions will be assigned to all port signals of each
module and automatically filtered to all internal signals through

the structural checking algorithm. The resulting asset pattern
consisting of all assets along each signal path will be analyzed
for security evaluation. To protect PCBs from the PCB trojan,
an obfuscation-based framework has been proposed [99]. The
approach is to use a permutation block that hides the interchip
connections between chips on the PCB and is controlled by a
key, which allows the correction connections between chips. If
the key is not matched, the connections are incorrectly permuted,
and the PCB device fails to operate. Besides, an on-chip mag-
netic probes-inserted PCB design method has been proposed
to either prevent the insertion of HTRs or detect them at early
stages [100]. The magnetic proves are designed to capture the
electromagnetic signature of ICs integrated into the PCB by fully
utilizing the remaining metal and polysilicon layers as internal
magnetic probes and, in the meantime, deprive the attackers of
layout resources to route HTRs.

HT-ID aims to detect hidden HTRs, which were not detected
by the HT-IPS. Side-channel analysis-based HTR detection
explores changes in its physical parameters (e.g., time [101],
power, and electromagnetic radiation). However, this method
will have relatively high false alarm rates when detecting small
HTR due to the silicon variation and noise. Once the HTR is
implemented in the smart inverter, it is not easy to fully recover
it without hardware replacement. Thereover, HTR requires a
mitigation method against the HTR, which has not been studied
yet in DER devices. HTF needs to be developed by using a com-
bination of the state-of-the-art (SOA) HTR testing and detection
methods.

D. Controller-Firmware Attack Defense (Attacks #8–10)

CF-IP proactively detects and prevents malicious controller-
firmware update, consequently compromising the control
algorithm codes, control setting parameters, and controller input
data. An example is a blockchain-based firmware patching for a
smart inverter [38] with continuous authentication, integrity, and
authorization process during the firmware update and the results
are stored in the ledger as security logs. Another example is a
controller digital twin method, which exams a new version of
controller firmware in a twin controller, while the current version
of controller firmware still runs in the main controller [39]. CF-
IDs are designed to detect malicious controller firmware running
in the controller. An example detection method for CF-ID1 and
CF-ID2 is an embedded system-tailored HPC technique com-
bined with ML classifiers using real-time features generated by
the custom-made HPC [102]. The malicious control algorithm
locking and unlocking the inverter every 10 s and modified
MPPT setting parameters of a solar microinverter are detected
by the MLs. A Kalman filter-based anomaly detection method
that can detect falsified inverter sensor data [77] is an example
of CF-ID3. CFR demands fast uptime and/or fast CFP methods
[39]. The digital twin architecture can also be used to reduce
the firmware uptime. Once the operating controller-firmware
malfunction event is detected, the standby digital twin controller
automatically takes over the primary work of the inverter con-
troller. Another example is an automatic firmware rollback and
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patching process through the blockchain-enabled security mod-
ule [38]. FF methods should be developed, including controller
memory forensics.

E. MITM Attacks Defense (Attacks #11 and 12)

CC-IP proactively detects malicious control commands once
they are transmitted to the smart inverter. In [45], incoming
setpoints are autonomously examined using the knowledge-
based self-security technique with reference models and only
the safe setpoints are engaged to the inverter’s local controller.
Meanwhile, a blockchain-based MITM attack detection method
is implemented in a solar inverter system by tracking the integrity
of the control commands [103]. CC-ID is designed to postdetect
a malicious control command after it changes the smart inverter
control. Inverter behavior-based anomaly detection methods can
be used [45]. In addition, RC2 in the inverter can promptly
recover the inverter status from the impact of the malicious
control commands.

EM-IPs are considered to prevent and proactively detect
external measurement spoofing attacks. EM-IP1 is designed to
prevent grid data spoofing attacks. For example, a mathematical
hypotheses test [104] is devised to detect a GPS-based grid
data spoofing attack that alters a time synchronization of phasor
readings leading to affect grid operations as an example of EM-
IP1. EM-IP2 is considered to prevent local sensor data spoofing
threats. Predefined private (secret) digital watermarking signals
in the inverter can distinguish between standard measurement
data and spoof data of the grid, local sensors, or sharing data
of inverters [105]. EM-IDs detect falsified external measure-
ment spoofing attack by checking inverter status. A data-driven
method has been applied to design EM-ID1 and EM-ID2 [41].
Examples of RC against the successful external measurement
(RC3 and RC4) can be found in [44] and [106].

F. PE Hardware Attacks Defense (Attacks #13–15)

PE-IP1 recommends appropriate shielding around the PEs’
components in the smart inverter against electromagnetic
signals. In addition, PE-IP2 recommends preventing physical
access and PE-IP3 checks PE hardware layer authenticity when
initiating the smart inverter operation (e.g., PCB authentication
using RC filters [107]). As the PE-IP methods for smart inverters
have not been found yet, further studies are necessary. PE-ID1
and PE-ID2 are designed to detect the hall sensor spoofing
attack and the side-channel noise injection attack. For example,
a Kalman filter-based RC scheme has been proposed to detect
and mitigate the side-channel noise injection attack [82]. PE-ID3
provides a comprehensive diagnosis against attacks. A remark-
able example method distinguishing between cyberattacks and
PE hardware faults can be found in [84], which can further
provide designing PEF. However, Fallah et al. [108] assume
that firmware is secure and malware cases are not considered.
RC8 might be designed by existing fault-tolerant control [108].
Therefore, more research efforts are required to address the
hardware layer security for smart inverters.

V. CONCLUSION

This article discusses an overview of designing cyber-resilient
smart inverters based on the comprehensive review of the poten-
tial vulnerabilities and challenges of the current best practices
and recommendations. Furthermore, practical cyberattacks on
the current smart inverters incorporating the current recommen-
dations are introduced. Finally, we propose a smart inverter
security and resilience framework and corresponding available
defense methods and remaining challenges for developing a
next-generation cyber-secure smart inverter security and re-
silience by design.

The uniqueness of smart inverter security is explained by
three security-sensitive layers (network layer, control layer, and
PE hardware layer) and the defined attack models considering
each layer and their interdependence in the expansion of attack
surface environment comparing with other smart grid devices.
For example, IoT security and DER device security certification
programs mainly focus on a network layer security, while the
existing PEs security mainly focus on control layer and PE
hardware layer security without detailed attack vectors and cyber
dependence. Therefore, the cyber-physical system (CPS) aspect
of the system is also considered as the smart inverter that consists
of cyber/network layer, control layer, and PE hardware layer and
the attack models and corresponding defense methods consider
each layer and the interdependence of the layers.

Although the proposed defense strategies for the new security
and resilience framework are for new smart inverters to be in-
stalled in the near future, legacy smart inverters can adopt avail-
able recommended security features through firmware updates
(e.g., replacing current cryptography algorithms with the PQC
algorithms). Meanwhile, attaching security modules [74], [109]
will be an option for the legacy inverters that have no/limited se-
curity features. In addition to developing smart inverter security
penetration testing methods, it is also noted that the timeliness
of FLISR for smart inverters should be defined to evaluate the
detection and resilience defense strategies.

APPENDIX

A criticality assessment of the remaining vulnerabilities, as
listed in Table I, is shown in Table IV. This assessment is
grounded in MITRE’s common attack pattern enumeration and
classification (CAPEC) List Ver. 3.9 [110], which offers a com-
prehensive collection of attack patterns linked to corresponding
system vulnerabilities. attackers could disrupt. The criticality
score (C) is computed as follows [111]:

C ≈ S

K
· L (1)

where S is the severity level of a vulnerability, L is the likelihood
of an attack, and K denotes the necessary skill level required for
an attack. Each factor is rated and assigned a score of Very High
(8), High (4), Medium (2), or Low (1). When multiple rates
are presented for a factor, their average rate is computed and,
subsequently, taken into consideration to calculate the above
expression. The criticality rating for V9–V13 was found to be
higher than that of other vulnerabilities. Consequently, this could
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TABLE IV
CRITICALITY ASSESSMENT FOR CORRESPONDING VULNERABILITIES

make them more attractive to potential attacks on the smart
inverter system.
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