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Abstract

Modern power electronics systems (PES) operate as tightly coupled cyber—physical platforms, making them
increasingly vulnerable to coordinated cyber warfare (CW) and electronic warfare (EW) attack vectors. This
chapter presents a comprehensive taxonomy of CW, EW, and hybrid attack vectors (HAVS) that exploit
vulnerabilities across communication, firmware, sensing, and physical hardware layers of PES. CW attack
vectors, including denial-of-service, man-in-the-middle, and malicious firmware updates, target the cyber layer
to manipulate control logic and data integrity. In contrast, EW attack vectors exploit electromagnetic interference
pathways—such as side-channel noise intrusion, high-power electromagnetic pulses, magnetic field injection,
and timing manipulation—to corrupt measurements and destabilize control loops. The chapter further introduces
hybrid attack vectors that coordinate CW and EW mechanisms to amplify impact, enable stealthy cross-layer
intrusions, and trigger system-level instabilities across distributed PES deployments. In addition to classifying
these threats, key challenges in defense design are discussed, including the latency—security trade-off, limitations
of real-time general-purpose modeling, and the complexity of predictive defense mechanisms for unknown
attack vectors. The analysis highlights the need for integrated, low-latency, and resilient defense frameworks that
jointly address cyber and physical vulnerabilities in next-generation PES.

Keywords: Power electronics systems (PES), cyber warfare (CW), electronic warfare (EW), hybrid
attack vectors (HAV), side-channel noise intrusion (SNI)

1 Introduction
Modern power electronics systems (PES) no longer function as isolated hardware converters. They now work

as closely integrated cyber-physical platforms [1] , where digital intelligence and power-processing hardware exist
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together in a layered structure. At the physical layer, the PES includes semiconductor switches, magnetics, gate
drivers, sensors, and thermal or power interfaces. These components regulate the flow of electrical energy directly.
This layer manages the real-time dynamics of voltages, currents, and power transfer, operating within microsecond
timescales, following strict efficiency and safety guidelines. On top of this, the cyber layer contains embedded
controllers, digital signal processors (DSPs), real-time operating systems, communication interfaces, and
supervisory algorithms. These elements are responsible for measurement, estimation, decision-making, and
coordination, as illustrated in Fig. 1.1 , which shows the PES architecture with cyber—physical layer overlay.

The interaction between these two layers is crucial for modern PES operation. Physical measurements move
up into the cyber domain, where control and optimization algorithms create suitable actuation commands that then
return to the hardware. As converters become more modular, networked, and autonomous—such as solid-state
transformers (SSTs) [2, 3], renewable energy inverters [4, 5], electric vehicle (EV) fast chargers [6-8], high-
reliability power supplies for data centers [9], and cyber-enabled microgrids [10-12] —this dual-layer structure is
vital. It not only allows for improved functionality, such as adaptive control, grid-interactive operation, and
coordinated power management, but also brings new vulnerabilities.

As PES become increasingly dependent on digital connectivity, they are exposed to a broader set of threats
traditionally associated with networked systems. The inclusion of programmable logic, remote interfaces, and data
exchange protocols introduces avenues for cyber threats that can compromise system integrity, performance, and
reliability [13]. These vulnerabilities are particularly concerning given that faults introduced in one domain can
rapidly cascade into the other, disrupting control logic as well as power delivery.

A clear understanding of this cyber-physical architecture is essential for analyzing system behavior, ensuring
resilience, and developing strong monitoring, control, and protection strategies in next generation PES deployments
[1]. The software/firmware/communication layer, where attacks stem from weaknesses in digital protocols, control
logic, data exchange, and databases, is referred to as cyber warfare (CW); and the physical electronic hardware
layer, where adversaries leverage electromagnetic interference (EMI) and/or manipulate sensor and analog circuits
to compromise measurements or disrupt system operation, is classified as electronic warfare (EW). When applied
to PES, these wulnerabilities have the potential to induce abnormal voltage variations, damage physical
components, and force the system to shut down [14].

Building on the CW classification, these attacks primarily target communication interfaces, such as serial
communication (SCI, SPI, and UART) or Ethernet/EtherCAT, by exploiting the absence of authentication,
insufficient integrity verification, or the lack of mechanisms to validate payloads [15]. Under these conditions, the
system becomes vulnerable to attack vectors (AVs) such as false data injection attack (FDIA), replay or relay
attacks, and man-in-the-middle (MITM) manipulation, each capable of corrupting sensor data, altering control
references, or misleading supervisory logic [16]. Furthermore, vulnerabilities in firmware, such as insecure memory
regions, unprotected tables, and invalidated inputs, enable malicious modification of control gains, reference values,
or interrupt routines. As a result, CW has the potential to change internal parameters, mislead supervisory
controllers, or drive the system into unstable closed-loop operation without requiring any physical access to the
power stage [17]. Moreover, other attacks such as denial-of-service (DOS) [18], on supervisory control and data

acquisition (SCADA) can be addressed by network TCP/IP communication vulnerabilities. A relay
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attack [19] can be done by the communication layer; a previous information is resubmitted to the system to have
authentication and compromise the system, creating failure.

On the other hand, EW represents a classification of attack in which the adversary manipulates the system
through the physical environment, either by injecting EMI or by using invasive techniques. For instance, an attacker
can rely on intentional high-frequency EMI, generated through an antenna, to induce low-frequency perturbations
via aliasing in analog sensors or circuits, thereby corrupting measurements or inducing abnormal behavior [20].
Furthermore, as demonstrated [21, 22], an attacker can rely on intentional EMI, generated through an antenna, to
create perturbations in analog sensors or circulits, thereby corrupting measurements or inducing abnormal behavior.
Also, as evidenced in [23-25] a weakness in both hardware (electric vehicle storage systems, photovoltaic systems,
and power-grid components) and firmware, showing that the code executed inside DSPs can be manipulated,
potentially leading the system to malfunction or fail. Moreover, vulnerability in the hall-effect current sensor used in
an inverter demonstrates that it is sensitive to external electromagnetic emissions, which allows the physical layer to
be manipulated and results in inaccurate measurement data [26].

The most powerful cyber-attacks can combine CW and EW AVs, exploiting the digital communication layer
and the physical layer simultaneously to create coordinated and highly dangerous attack scenarios. A demonstration
of a hybrid attack using FDIA and DOS degrades sensor availability and reduces the system’s security index,
thereby making subsequent FDIA attacks easier to execute [27]. Other attacks can be coordinated using CW and
EW to disrupt control loops by injecting electromagnetic (EM) tampering analog measurements while
simultaneously altering digital thresholds or disabling filtering routines through firmware tampering. In addition,
EW can induce bit flips or timing faults in communication links and be combined with replay or MITM attacks to
falsify state information in the power applications. At the end, these combined cyber-attacks introduce additional
delays due to the continuous use of simultaneous mitigation strategies, such as revalidation of corrupted data,
redundancy checks, and estimation mechanisms that the controller must execute before updating the system state.
Fig. 1.2 represents the distinction between CW and EW AVs and highlights the intersection between the two.
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This chapter proceeds by first detailing the CW AVs that exploit vulnerabilities in the software, firmware, and
communication layers of power electronic systems. It then examines the EW AVs that manipulate the physical
layer through EMI and sensor-level disturbances. A subsequent section presents hybrid CW and EW AVs,
illustrating how coordinated intrusions across both layers can amplify disruption. The discussion then transitions to
challenges in developing robust defenses, emphasizing trade-offs between latency and security, the role of real-time
modeling of power electronic dynamics, and predictive mechanisms for countering unknown AVs. The chapter
concludes with a summary and final insights on resilience strategies for modern PES.

2 Cyber Warfare Attack Vectors

PES present several cyber warfare attack vectors (CWAVS) due to their connectivity and control capabilities
[17]. These AVs of the PESs can be broadly considered based on the compromised area: a) network and
communication, b) software and firmware, and c) power electronics (PE) device. Five categories of CWAVSs
utilizing known/unknown vulnerabilities through initial attack points (APs) can be seen in PES. Fig. 2.1 shows
AVs, wulnerabilities, and APs of a solar farm as an example of a PES exposed to cyber-attacks.

Network and communication-related attacks exploit the extensive communication pathways that power
electronics use to interact with monitoring platforms, grid operation, and other devices. Threat actors can develop
DOS AVs (CWAV1) and MITM AVs (CWAV2) by using vulnerabilities of the network system. Software- and
firmware-related attacks target the software and embedded programs that define PES behavior and maintenance,
which include Over-the-Air (OTA) Firmware Update AVs (CWAV3) and Web Application AVs
(CWAV4). Furthermore, PE Device Physical Access related attacks leverage weaknesses in the PE

device’s physical access controls and physical security (PE Device Access AVs (CWAVY)).

Ibl Threat Actor:
= APT or Insider

PKI Vendor
TS Server TLS' Server
; ' (Network Device®, AP1-6)

MITM AVs

o DOS AVs
2

(Communication Protocol®, AP1-3, AP4-7)

AP7 o
S e |
5 . (Router) )\ OTA Firmware Update AVs

I~ s AP5 @ 9 dor Risk®
Operator PC nerwore 17 {Vendor Risk™, AP1)
(HNI) | TS : HN Switch
-_ P @ e Web Application AVs
bl (Weh Server/API*, AP1, AP3, APG-7)
Solar Farm ¢ Data Manager
TLS & Modus i (Gateway)
. — o serederrerernnenns . o PE Device Access AVs
@._ »F ; J : J v {Device Access Control and
| ! | 8 — Physical Security*, APS)
@_. Salar i i Ess I , .
Inverter Solar| m——  Power Line
Apg | arinverters | Wetter 2 ] e Communication Line

‘\ ‘ ‘ {,,#. - -®  Attack Point [AP)
N i * SolarPanels © Ess * Vulnerabilities

Fig. 2.1 A solar farm: Potential AVs, vulnerabilities, and APs.

4



2.1 CWAV1: Denial-of-service (DOS) Attack Vectors

DOS attacks disable network communications of the PES (AP1-6). A real DOS cyberattack incident that
targeted a renewable control center in U.S. grid demonstrated the capability of loss of communication interrupting
the PES control (i.e., AP3 case) [28]). Typically, malicious actors use a network of compromised devices (e.g., a
botnet) to flood the PES’s network or control/monitoring server with excessive traffic, overwhelming it (Distributed
DOS Attack (DDOS) or Flooding DOS attack [29]) if the IP address and port number of the network device are
exposed to the attacker. Once the DDOS attack was launched, the network resource usage rapidly increased,
resulting in loss or delayed communication of the PES. In addition, Packet Drop DOS Attack drops the network
data (e.g., inverter active power data in transit [30]) through local network infiltration that compromises and uses

less-secure devices on the same network.

2.2 CWAV2: Man-in-the-Middle (MITM) Attack Vectors

By exploiting communication protocol vulnerabilities, an attacker can intercept, eavesdrop on, and potentially
alter the data being exchanged in a PES (AP2, AP4-7). This can lead to unauthorized control changes and false data
injections. Field Networks of PESs typically utilize unsecure local communication protocols (e.g., Modbus). Field
Network MITM Attack targets the unencrypted communication protocols. Once a threat actor can infiltrate the
local network (AP5 or AP6) and install an MITM tool (e.g., Ettercap) in a PES site network [31]. The MITM tool
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enables an attacker to capture unencrypted network packets and modify the data in-transit or inject false data to the
PES network. Transport layer security (TLS) is the cryptographic protocol commonly used for secure
communication, establishing encrypted channels via handshake protocols (e.g., IEEE 2030.5 and HTTPS). During
the handshake, digital signatures are used to verify the integrity of the exchanged messages and to authenticate the
peer using digital certificates. In a typical Public Key Infrastructure (PKI), certificates form a trust chain anchored
by the signature of a certificate authority (CA). TLS MITM Attack uses vulnerabilities of the TLS protocol [32].
For example, self-signed digital certificates do not have a trust chain, making it difficult to verify authenticity due to
lack of external validation. Adversaries can easily substitute fake certificates as no trusted anchor validates them in
self-signed digital certificate environments. Fig. 2.2 illustrates a TLS MITM attack [32]. It is assumed that the
adversary places the MITM proxy between a TLS client (Operator PC in Fig. 2.1, i.e., AP7) and an embedded web
server in the solar inverter. When a client web browser attempts to access the server, it first connects to the MITM

proxy. Then, the proxy impersonates the server against the client. During the handshake, the proxy,
pretending to be the genuine server, sends its self-signed certificate to the client. After the connection is established,
the MITM proxy also establishes a TLS communication channel with the genuine server by impersonating the
client. As it establishes a communication channel on both sides, the MITM attacker can intercept and decrypt data
between the genuine client and the server in plaintext. Moreover, an adversary steals TLS certificate key of a
vendor server (AP1) or a utility control center (AP3) and then builds an MITM. The worst attack case will be
anticipated if the adversary succeeds in manipulating CA (AP2) and then builds MITMs verified by the CA among
control centers and numerous PE devices (CA MITM Attack).

2.3 CWAV3: Over-the-Air Firmware Update Attack Vectors
Since PES often support OTA firmware updates, attackers can exploit this functionality by pushing a
malicious firmware update remotely to the PE device by infiltrating the vendor’s OTA firmware update system

(AP1). Recent real-world incidents and experimental demonstrations have underscored the substantial potential

Inverter
Ny : Real-time  pc.pC DC-AC :Microgrid
‘“mmwm | generation il
AN R — . =//'
. Stz U
A / !
Flyback [converter Inverter :
¥ H
I |
MPPT PWM* 1 Outages,
Malicious ! . ... VFrequency &
A * Pulse width! v b0
Firmware Controller modulation I 5
Attack e oudd /U I Instability

Fig. 2.3 Malicious firmware attack on PES embedded controller.

6



risks posed by malicious firmware update attacks. In 2023, a critical firmware update error rendered approximately
800 residential solar storage systems inoperable in Germany [33]. Also in 2023, a remote malicious firmware
update experiment in the Hoymiles microinverter (HM-300) affected 300,000 power plants, enabling unauthorized
control over inverter activation/deactivation and modifications to switching control, tampering power factor, short
phases, and even tripping protection equipment [34]. The malicious OTA firmware update attack vectors will bring
Malicious Control Algorithm Attack (Fig. 2.3), Malicious Control Setting Attack, and Controller Input Spoofing
Attack. For example, the malicious modification of the maximum power point tracking (MPPT) algorithm in the
converter control block can limit the power generation of the solar inverter [35]. Besides, the solar inverter operates
counter to grid-supportive function commands once the grid-support functions block is maliciously modified [36].
A significant form of advanced firmware attack is a Package-based Malicious Firmware Attack that embeds
multiple compromised inverter controller binaries along with other malicious embedded OS components,
ultimately targeting PE control operations. This allows them to gain persistent control, alter the core control
algorithms, control setting parameters, and controller input data spoofing [37]. If a malicious vendor server
conducts the OTA firmware update for the entire fleet of vendor’s PE devices (i.e., Coordinated Malicious
Firmware Update Attack), the compromised PE devices can produce localized outages or cascading failures

resulting in a blackout [38].

2.4 CWAV4: Web Application Attack Vectors

The cloud platforms (AP1 and AP3), monitoring dashboards (AP1 and AP7), and local web-based user
interfaces for PE devices (AP7) can have web application-associated vulnerabilities that accounts for 31% of
identified vulnerabilities in solar systems [39] like Cross-Site Scripting (XSS) and Remote Code Execution (RCE),
which can be exploited to gain control over user accounts (AP7) or even the entire fleet of PE devices (AP1 and
AP3). In 2024, two real incidents were reported [39]. First, adversaries exploited RCE wulnerabilities in Contec
SolarView Compact remote monitoring devices to add these devices to loT botnets which executed nefarious
commands. The same access would have allowed the adversaries to easily disable the equipment or falsify
measurements from the solar systems. Besides, the Pro-Russian hacktivist group, Just Evil, targeted Lithuanian
solar monitoring solutions of state-owned energy holding company. By acquiring valid credentials to the owner’s
PV Monitoring Platform using a Trojan on the customer’s computers or phones, Just Evil had temporary access to

cloud-based management, monitoring, and optimization functions for the PV systems.

2.5 CWAV5: PE Device Access Attack Vectors

An adversary can gain unauthorized access to PE devices using vulnerabilities of device access control and
physical security. For example, the adversary exploits the use of Hard-Coded or Default Passwords that are often
left unchanged by installers or owners, granting remote access to an attacker. Flaws of device access control can
allow access to critical settings or data without proper user authentication, or a lack of granular access control that
lets a user access data/function beyond their privilege level [17]. Moreover, Physical Access Attack gains physical
access to the PE device to tamper with ports (e.g., USB, serial, and JTAG), memory, or install malicious spy chip
(like a cellular module or a hardware Trojan). Typically, debug interfaces (e.g., JTAG) are allowed for authorized

personnel to prevent firmware modification by physical access. However, a reverse firmware engineer
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demonstrated reactivating the debugging interface [40]. The Malicious Exploitation of Memory Interface through a
JTAG debugging tool allows attackers to extract stored memory chip contents, which encompass system files,
thereby enabling the opening of a securely protected backdoor or debugging port [41]. Leveraging this

compromised access point, attackers may seek to elevate their privileges to the root user (i.e., superuser) level,

acquiring elevated control over the PE devices.

3 Electronic Warfare Attack Vectors
PES also present several electronic warfare attack vectors (EWAVS) due to their dependence on high-

frequency switching, precision sensing, magnetic components, and tightly timed digital control operations. While
CWAVs exploit software, communication, or firmware vulnerabilities, EWAVs exploit the intrinsic EM exposure
of PES hardware. These attack vectors can be broadly considered based on the EM intrusion pathway: a) radiated
EMI, b) conducted or coupled signal injection, and c) timing or resonance-based manipulation of converter
dynamics. Fig. 3.1 illustrates representative EWAVS, vulnerable subsystems, and potential electromagnetic attack

points (EAPS) for a PES.

Radiated and conducted EM-related attacks exploit the exposure of sensing circuitry, PCB traces, and gate-
driver circuits to external EM fields. These attacks can deliberately introduce side-channel noise intrusion (SNI) [42
— 46] by radiatively or conductively injecting high-frequency (HF) signals that penetrate the limited attenuation of
the anti-aliasing filters and are subsequently under sampled by the analog-to-digital converter (ADC), manifesting
as false low-frequency disturbances within the control bandwidth. Through this mechanism, threat actors can
develop SNI-based radiated interference AVs (EWAVL) as well as high-power microwave/EM pulse AVs
(EWAV2) by leveraging the susceptibility of power converters to radiated or high-energy EM
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disturbances that couple into the measurement chain and corrupt sensed feedback values. Field-
coupling-related attacks target the analog front-end and measurement components within PES, which
include magnetic field injection AVs (EWAV3) and electrostatic/capacitive coupling AVs (EWAV4).
Furthermore, timing- and resonance-related attacks exploit PES’s reliance on precise timing and stable
energy-storage  structures, allowing resonance-targeted injection AVs (EWAV5) and
timing/synchronization manipulation AVs (EWAV6) to disturb converter stability and coordination.

3.1 EWAV1: Side Channel-Noise Intrusion Attack Vectors

Side Channel-Noise Intrusion (SNI) is an EWAYV that exploits the interaction between HF EM emissions and
the analog-to-digital conversion process within PES. In this attack, an adversary radiatively injects an HF EM signal
toward the converter’s sensing and measurement circuitry. Although PES employ analog anti-aliasing filters (AAF)
to suppress out-of-band content, these filters have finite roll-off. As a result, a strategically tuned and placed HF
signal can partially penetrate the AAF and enter the analog front-end. Once inside the measurement chain, the
injected HF component is under-sampled by the ADC of the microcontroller or DSP. When the HF signal
frequency lies above the Nyquist limit or occupies a frequency region poorly attenuated by the AAF, the sampling
process produces a low-frequency aliased component in the digital domain. This aliased waveform appears to the
controller as a legitimate low-frequency disturbance because it lies well within the control loop bandwidth. Since
the control algorithms cannot distinguish between genuine system behavior and the aliased artifact, the PES
responds directly to the maliciously introduced signal. Through this radiative SNI pathway, an attacker can
therefore force apparent oscillations, distort feedback signals, induce ripple in regulated quantities, or trigger
unintended control actions without any electrical contact with the system. The attack leverages the inherent
limitations of analog filtering and discrete-time sampling, making it effective against a broad range of PES

architectures.

3.2 EWAV2: High-Power Microwave / Electromagnetic Pulse Attack Vectors

High-power microwave (HPM) and electromagnetic pulse (EMP) attacks exploit the way PES responds to
strong broadband EM pulses that connect to semiconductor junctions, gate-driver isolation structures, and
microcontroller interfaces. In these attacks, an enemy sends high-peak-power microwave bursts or EMP fields at
the converter enclosure. This causes large displacement currents and temporary over voltages throughout the
hardware. These disturbances can exceed device limits, leading to latch-up, memory errors, or permanent damage

to drivers and switches.

The effectiveness of this type of attack is well-established. During the starfish prime nuclear EMP event [47],
high-altitude electromagnetic pulses damaged power-conversion and lighting-control systems in Hawaii. This
showed how solid-state electronics are vulnerable to severe electromagnetic shocks. Likewise, recent vulnerability
tests conducted under NATO STO [48] and U.S. NCC [49] revealed that directed HPM exposure can disrupt UPS
front-end converters, PV inverters, and gate-driver modules by causing temporary logic failures and device stress.
Experiments demonstrated in [50] also showed how unexpected changes in PES feedback signals during HPM
exposure could force regulators to reset, shut down, or face physical damage. More recently, a risk assessment by

Oak Ridge National Laboratory (ORNL) [51] pointed out practical vulnerabilities in inverter-based grid
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components subjected to EM surges.

3.3 EWAV3: Magnetic Field Injection Attack Vectors

Magnetic field injection (MFI) attacks focus on the magnetic sensing and coupling elements in PES,
including Hall-effect sensors, current transformers, Rogowski coils, and gate-drive transformers. They achieve this
by introducing external AC or DC magnetic flux. When an attacker places a magnetic source close to these
components, the added flux disrupts the magnetic core or sensing element. This disruption causes distorted current
feedback, incorrect zero-crossings, or wrong overcurrent signatures. This attack pathway exploits the strong
magnetic coupling intrinsic to PES measurement circuits. Controlled EMI susceptibility experiments at Sandia
National Laboratories [52] showed that externally applied magnetic disturbances induced misleading current
measurements and improper MPPT responses in PV inverters. Furthermore in [53] it was demonstrated that even
modest magnetic sources could non-invasively corrupt Hall-effect sensor readings, resulting in significant voltage
and power deviations in a solar inverter testbed. These effects were confirmed at varying levels of AC, pulsed, and

constant field interference.

3.4 EWAV4: Electrostatic / Capacitive Coupling Attack Vectors

Electrostatic / capacitive coupling (ECC) attacks take advantage of the high input impedance found in PES
voltage-sensing dividers, ADC reference rails, and analog front-end nodes. By applying localized electric fields or
capacitive changes near sensor wiring, PCB traces, or gaps in enclosures, an attacker can introduce sharp voltage
changes into the measurement chain through unavoidable parasitic capacitances. These disturbances can
temporarily alter sensed voltages, shift comparator thresholds, or saturate the ADC. This leads to incorrect control
actions or premature protective trips. Yang et al [54]. reported that layout-induced parasitic capacitance, especially
near display interfaces or shield gaps, can act as effective pathways for such interference. These studies show that

ECC-based attacks can realistically occur due to both intentional and unintentional EMI exposure.

3.5 EWAVA5: Resonance-Targeted Injection Attack Vectors

Resonance-targeted (RT) attacks exploit the natural resonances present in PES structures, including LCL
filters, EMI filters, DC-link LC tanks, transformer parasitics, and control-loop frequency responses. By injecting
radiated or conducted electromagnetic signals tuned to these resonant frequencies, an adversary can excite large-
amplitude oscillations within the converter. Even low-power injections may become amplified by the resonant
structure, leading to circulating currents, voltage ringing, thermal stress, and instability in current or voltage control
loops. Yang et al.[54] demonstrated that by aligning injected signals with the resonant poles of an MPPT control
loop in PV inverters, significant output oscillations and control loss could be induced. Their experiments affected
both T1 C2000-based microinverters and commercial inverters, causing system-level performance degradation. Foo
Kune et al. [55] also showed that EMI amplitude modulation aligned with analog front-end resonance could
significantly enhance signal injection efficacy. These studies underscore the impact of resonance-aware interference

on PES operation.

3.6 EWAVG6: Timing and Synchronization Manipulation Attack Vectors

Timing and synchronization manipulation (TSM) attacks focus on the precise timing needed for digital
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control, PWM generation, ADC sampling, and PLL synchronization. By directing electromagnetic energy, often
through near-field RF coupling, toward clock-distribution traces, crystal oscillators, or PLL circuits, an attacker can
cause sampling jitters, phase errors, or distortion in the time base. Since PES control algorithms depend on
predictable sampling and switching moments, even slight timing changes can lead to incorrect current
reconstruction, misaligned gating commands, or loss of synchronization in grid-connected applications. Nishiyama
et al.[56] showed that RF irradiation can cause glitch behavior in PLLS, which leads to significant spikes in clock
frequencies and creates computation errors. Gujar et al. [57] found that this type of EMI fault injection often
disrupts clock logic or causes metastable faults by violating flip-flop timing rules in embedded systems. These

findings suggest that timing desynchronization is a potential physical-layer attack method in real PES devices.

4 Hybrid Warfare Attack Vectors

Modern PES are becoming more vulnerable to hybrid attack vectors (HAVs), which combine elements of
CW and EW. HAVs are different from isolated CWAVs or EWAVs because they leverage the advantage of the
interactions between the cyber and physical layers. This allows an adversary to launch coordinated multi-domain
intrusions that make them much more stealthy, persistent, and invasive. HAVS use cyber access to better deploy
EW injections, or they use EW disturbances to weaken cyber defenses and create new attack surfaces. This section
demonstrates a few instances of HAV pathways that combine software, communication, and firmware

vulnerabilities with physical-level manipulations that use EM and timing-based methods.

4.1 HAV1: Cyber-Assisted Electromagnetic Injection Attack Vectors

In cyber-assisted electromagnetic injection (CA-EMI) pathways, a cyberattack is used to prepare, direct, or
amplify the impact of an electromagnetic intrusion. After compromising network or firmware components (e.g., via
CWAV2 man-in-the-middle attacks or CWAV3 malicious firmware updates), the attacker can remotely modify
PES parameters that influence EMI susceptibility. For instance, increasing ADC sampling windows widens the
temporal aperture through which radiated SNI signals can enter the measurement chain. Similarly, relaxing AAF
cutoff frequencies or altering controller gains through compromised firmware makes the converter more vulnerable
to high-frequency or aliased disturbances. In addition, disabling shielding or diagnostic routines in monitoring
software (CWAV4) enables injected electromagnetic fields to induce unfiltered feedback distortions. By
weakening digital signal processing defenses and modifying internal control-loop characteristics beforehand, the
attacker ensures that subsequent electromagnetic attack vectors—such as SNI injections (EWAV1), magnetic
interference (EWAV3), or timing manipulation (EWAV6)—result in amplified oscillations, erroneous feedback,

and destabilized control behavior.

4.2 HAV2: Electromagnetic-Enabled Cyber Compromised Attack Vectors

EM-based disturbances can also serve as enablers for cyber-compromise. In this scenario, the attacker
leverages EWAVs to disrupt or bypass existing protective mechanisms, thereby creating unauthorized access
pathways or enabling firmware manipulation that would otherwise be infeasible. For example, timing and
synchronization manipulation (EWAV6) can corrupt cryptographic handshakes, potentially causing systems to

accept spoofed certificates and facilitating CWAV2 TLS man-in-the-middle attacks. Similarly, exposure to high-



power electromagnetic pulses or fields (EWAV2) may induce soft resets, latch-up conditions, or trigger fault-
handling routines that temporarily disable authentication layers, allowing adversaries to inject malicious packets or
exploit fallback communication modes. Furthermore, magnetic or capacitive coupling (EWAV3/4) can alter sensor
readings used in safety interlocks, potentially forcing devices into maintenance or debug states that expose
interfaces such as JTAG, SSH, or OTA update services (CWAV5). In this context, EM disturbances act as targeted
tools for cyber infiltration, effectively weakening the trust boundaries that safeguard embedded controllers and

communication infrastructures.

4.3 HAV3: Cross-Layer Stealth and False Data Framing Attack Vectors

Cross-layer stealth and false-data framing attack vectors exploit the mismatch between physical-layer
disturbances and cyber-layer observability to enable persistent, stealthy intrusions. In this approach, EWAVs
introduce subtle aliased waveforms or magnetic perturbations that bias sensed feedback signals, while a coordinated
cyber component simultaneously modifies logging routines, monitoring thresholds, or communication reporting
intervals. As a result, the injected disturbance remains effectively invisible to operators, protective mechanisms are
not triggered, and the resulting system misbehavior is attributed to benign operational variability. This creates a
deception channel across physical and cyber layers, wherein coordinated cyber masking (e.g., CWAV2/CWAV4)
conceals performance degradation or operational drift induced by electromagnetic interference. Consequently, such

attacks can degrade system lifespan, efficiency, and grid responsiveness over extended durations without detection.

4.4 HAV4: System-Level Coordinated Multi-Node Hybrid Attack Vectors

System-level coordinated multi-node hybrid attack vectors target large-scale PES deployments—such as solar
farms, microgrids, and EV charging networks—by synchronizing cyber and electromagnetic attack components
across geographically distributed nodes. In such attacks, a malicious OTA firmware update (CWAV3) can first
degrade filtering and fault-handling capabilities across a fleet of converters, increasing system-wide vulnerability.
Subseguently, distributed radiative SNI injections (EWAV1) are applied to multiple units, inducing correlated
power fluctuations, control perturbations, or MPPT instability. Concurrently, communication-layer man-in-the-
middle attacks (CWAV2) manipulate telemetry data to obscure the coordinated nature of the disturbance,
preventing detection at supervisory levels. These synchronized hybrid actions can give rise to grid-level oscillations,
frequency deviations, and cascading failures, potentially escalating into large-scale outages without requiring a

single high-power electromagnetic source or a standalone cyber breach.

5 Major Challenges

Having detailed several of the CW and EW AVs, we now provide a brief and broader overview of the

challenges associated with potential defense mechanisms against such AVs.

5.1 Latency vs Security

A primary challenge in defending PES against EW and CW attacks is the fundamental trade-off between
latency and security. PES require low control latency, often at microsecond time scales, to support real-time

monitoring and control. However, implementing robust cybersecurity measures—such as encryption, complex



authentication protocols, and deep packet inspection—introduces computational and communication delays that
can disrupt fast, time-critical control loops essential for system stability and performance. Conversely, minimizing
security layers to preserve speed leaves PES vulnerable to jamming, spoofing, data manipulation, and coordinated
cyber-physical attacks that exploit real-time dependencies. EW attacks can directly degrade control data integrity
and introduce latency at physical and communication layers, while stealthy cyber-attacks exploit software or
communication vulnerabilities, necessitating more complex defensive mechanisms. This inherent conflict
necessitates the development of fast, lightweight security and resilience strategies that preserve system integrity
without compromising stringent real-time control requirements.

To address this latency-security trade-off, multiple complementary strategies can be employed within PES
architectures. Hardware acceleration can offload computationally intensive security operations, significantly
reducing latency associated with encryption and hashing. Selective security implementation enables the application
of stronger security mechanisms in non-real-time or supervisory layers, while maintaining lightweight, low-latency
protections in high-speed control loops. Predictive control and latency compensation technigues, such as sequence-
based control (SBC) and model predictive control (MPC), can anticipate system dynamics and mitigate the impact
of communication or processing delays. Additionally, trusted computing environments provide isolated, hardware-
assisted execution of time-critical security functions with minimal overhead. Ultimately, an effective solution
requires a security-by-design approach, wherein control-loop timing constraints and security overhead are jointly

optimized during the system architecture phase to ensure both resilience and real-time performance.
5.2 Real-Time General-Purpose PES Models for Estimation/Dynamics

The development of real-time, general-purpose PES models for estimation and dynamic analysis in the
presence of EW and CW attacks presents significant challenges due to the need to balance computational
complexity, modeling fidelity, and execution speed under highly dynamic and uncertain conditions. From a
modeling and fidelity perspective, the inherent cyber-physical nature of PES complicates accurate real-time
representation under adversarial conditions. High switching frequencies introduce nonlinear, fast-varying dynamics
that require fine time-step resolution, leading to substantial computational burden [58], [59]. Furthermore, effective
modeling must capture cyber-physical interactions, where CW and EW attacks exploit the coupling between
communication layers and physical system behavior, making it difficult to represent how cyber intrusions translate
into physical instability [60], [61]. Additional challenges arise from parameter uncertainty and operating variability,
as fluctuations in system parameters, source conditions, and load dynamics reduce prediction reliability, particularly
when small deviations must be detected. Moreover, modeling attack signatures is inherently difficult, as general-
purpose models often lack the granularity needed to capture low-level, high-frequency physical effects of EW
disturbances or the targeted impacts of CW attacks.

From a computational and real-time execution standpoint, these challenges are further exacerbated by strict
timing constraints. Accurate estimation and mitigation require models to execute at time scales comparable to
converter switching frequencies, often necessitating high-performance computing resources such as FPGAs or
DSPs, thereby increasing system complexity and cost. Advanced estimation and detection methods, including

MPC or artificial neural networks (ANN)-based approaches, introduce additional computational overhead that may
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exceed real-time feasibility when combined with detailed converter models. In large-scale PES deployments, the
volume of high-speed data generated for monitoring, estimation, and anomaly detection further contributes to
latency, creating bottlenecks in data processing and decision-making. Consequently, delays in detection or
mitigation can render defense mechanisms ineffective against fast-acting EW or CW attacks.

Finally, system integration and generality impose additional constraints on practical deployment. While
general-purpose models aim to provide broad applicability across converter topologies, effective EW/CW
mitigation often requires highly specific representations that include parasitic effects, filter dynamics, and low-level
firmware or control interactions, which are not readily captured in generalized frameworks. Integration with real-
time systems, such as hardware-in-the-loop (HIL) platforms, introduces communication interface limitations,
including latency and the need for secure, noise-resilient data exchange between controllers and physical hardware.
Moreover, comprehensive validation and verification of such models across the wide spectrum of possible EW and
CW attack vectors remain impractical in laboratory environments, given the diversity and complexity of attack
scenarios. This limits confidence in model robustness and highlights the need for adaptive, scalable, and

experimentally grounded modeling approaches for resilient PES operation.
5.3 Predictive Defense Mechanism for Unknown Attack Vectors

Predictive defense mechanisms for mitigating unknown EW and CW AVs in PES face significant challenges
due to the rapidly evolving and adversarial nature of the threat landscape. The continuous emergence of new attack
vectors, including malware variants, zero-day vulnerabilities, and novel signal interference techniques, makes it
inherently difficult to anticipate and model all possible attack scenarios. Furthermore, attackers can dynamically
adapt their tactics, techniques, and procedures (TTPs) in real time to evade detection, requiring predictive models to
be highly adaptive and capable of learning from ongoing system behavior and attack patterns.

These challenges are further compounded by the inherent complexity and heterogeneity of PES. Such
systems comprise diverse, often custom-designed components deployed across different applications and operating
environments, making it difficult to develop a unified predictive defense framework. Additionally, PES frequently
operate in conjunction with other critical infrastructures, such as SCADA or industrial control systems, introducing
strong interdependencies where an attack on one subsystem can propagate and impact others. At the same time,
PES demand continuous real-time operation with minimal downtime, necessitating predictive defense strategies
that balance effective threat detection with uninterrupted system functionality.

From an operational standpoint, predictive defense mechanisms must meet stringent real-time response
requirements. PES often require immediate reaction to disturbances, and therefore defense strategies must provide
rapid detection and mitigation without introducing additional latency or destabilizing control loops. This is
particularly challenging in cross-domain coordination, where effective mitigation may require simultaneous actions
across cyber and physical layers, such as filtering malicious communication traffic while adjusting physical control
parameters. Moregver, predictive models must manage the trade-off between false positives and false negatives, as
excessive false alarms can lead to unnecessary shutdowns or degraded performance, while missed detections can
allow attacks to progress undetected.

Scalability and generalization further limit the applicability of predictive defense mechanisms. While many

1



PES are deployed in large-scale, distributed configurations, a defense strategy that performs effectively in a
localized setting may not scale to systems with multiple interconnected nodes, varying load conditions, and
dynamic topologies. Additionally, PES across different applications exhibit distinct configurations and operational
requirements, making it difficult to design predictive models that generalize across diverse system architectures.
Integration with existing security frameworks introduces additional practical constraints. Many PES include
legacy hardware and software components that were not designed with modern EW or CW threat models in mind,
complicating the deployment of advanced predictive defense strategies. Moreover, system-level resource
constraints, including limited computational capacity and power availability, restrict the feasibility of implementing
computationally intensive predictive algorithms, potentially increasing system complexity and operational cost.
Finally, resilience and recovery considerations play a critical role in predictive defense design. Effective
mechanisms must not only detect and mitigate attacks but also enable rapid system recovery following an intrusion.
This requires incorporating redundancy and fault-tolerant architectures capable of maintaining system continuity
under partial failures. However, achieving such resilience in PES is particularly challenging due to the need for

coordinated redundancy across both physical and cyber layers.

6 Conclusion

In this chapter, an outline on the cyber, electronic, and hybrid (cyber-electronic) warfare attack vectors (AVs)
for PES is provided. The core motivation is to illustrate that both cyber and electronic warfare (CW/EW) AVs or a
hybrid combination of them can affect the operation of a PES through multiple pathways and can create significant
challenges if not analyzed, identified, and mitigated as the penetration of PES in current and emerging power
systems enhances. Finally, a summary of such associated CW/EW challenges for PES is provided including a)
latency versus security, b) real-time general-purpose PES models for estimation/dynamics, and c) predictive

defense mechanism for unknown AVs,
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