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O
OVE R  T H E  L A ST  CO U PL E  O F  D E CA D E S ,  A  
transition has evolved from the traditional 
centralized power grid to a distributed grid 
of microgrids (GoMGs) dominated by power 
electronics-based generation. The primary objective 
of this evolution is to achieve a sustainable, resilient 
grid while ensuring clean, reliable, and self-adaptive 
energy access across various operating conditions. 
However, this new energy paradigm, with high 
penetration of renewable energy, poses amplified 
challenges in controlling and securing GoMGs 
to maintain resiliency, reliability, sustainability, 
and operational stability. To address these issues 
and ensure a smarter, cybersecure, data-driven, 
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and sustainable MG, many researchers at the 
intersection of power electronics, power systems, 
and artificial intelligence (AI) are exploring ways to 
develop and implement efficient and reliable AI-
based techniques. This article sheds light on the 
multidimensional perspectives of sustainability and 
resiliency in GoMGs, focusing on security, stability, 
accessibility, and scalability in relation to the current 
state of technological maturity. Building on this 
vision, a futuristic roadmap is presented to enhance 
sustainability and resiliency using cutting-edge AI 
applications, enabling pre-event strategies, such as 
prediction, optimization, and adaptation, as well as 
post-event mitigation and restoration techniques.

Evolving Toward a Sustainable and 
Resilient Grid of MGs
Sustainability in the power grid encompasses 
more than just a cost-effective network with 
high penetration of renewable energy resources 
(RESs); in fact, it includes the grid’s ability to with-
stand environmental uncertainties, cyberphysi-
cal disruptions, and socioeconomic demands. 
Additionally, sustainability also incorporates 
smart and efficient management to ensure 
optimal utilization and energy sharing among 
distributed energy resources (DERs), thereby 
promoting long-term reliability. Achieving a re-
silient and sustainable power grid requires the 
evolution from a conventional power system to 
AI-enabled smart, active distribution networks 
capable of self-optimization, resiliency, and self-
healing. This transition has led to the replace-
ment of traditional synchronous generators with 
DERs, such as photovoltaics (PV), wind, tidal, and 
biomass, as shown in Figure 1. It has paved the 
way for the emergence of a power electronics-
dominated grid (PEDG). Although this evolution 
of PEDG with high penetration of RESs is highly 
sustainable, the reduced inertia compromises 
the system's resiliency. Presidential Policy Direc-
tive 21 has defined resilience as “the ability to pre-
pare for and adapt to changing conditions and 
withstand and recover rapidly from disruptions. 
Resilience includes the ability to withstand and 
recover from deliberate attacks, accidents, or 
naturally occurring threats or incidents.” In this 
context, sustainability and resiliency are intrinsi-
cally linked; sustainability ensures the long-term 
viability of the energy ecosystem, while resiliency 
guarantees its ability to withstand and adapt to 
unforeseen disturbances, together forming the 
foundation of sustainable and resilient GoMGs.

This article classifies the resiliency in terms of ac-
cessibility (A-MG), stability (AS-MG), sustainability 
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(A2S-MG), scalability (A3S-MG), and security (A4S-
MG), as shown in Figure 2. Also, the energy avail-
ability of RES is inherently stochastic, as solar 
and wind energy rely on irradiance and wind 
availability, respectively. Therefore, to maintain 
system stability and resiliency, and to ensure an 
uninterrupted power supply under these evolv-
ing conditions, the AI-driven operation and man-
agement techniques for GoMGs architecture are 
gaining increasing significance in modern power 
systems. These AI-driven GoMGs offer promising 
solutions by enhancing resilience against single 
points of failure, reducing transmission losses, fa-
cilitating advanced metering infrastructure, and 
leveraging smart and intelligent inverters.

In GoMGs, each MG consists of multiple DERs 
equipped with local controllers to enable au-
tonomous as well as coordinated operation with 
neighboring MGs. This requires a complex hierar-
chical control architecture and communication 
dependencies to maintain stability, sustainabil-
ity, and reliability of the GoMGs. This requirement 
also makes the system vulnerable to cyber intru-
sions due to enhanced attack surfaces that could 
lead to potential instabilities. To address these 
challenges, researchers have developed multiple 
model-based approaches; however, their perfor-
mance significantly deteriorates under param-
eter variations and nonlinear system behavior. 
Additionally, they suffer from certain issues, such 
as scalability, adaptability to reconfigurations, 
generalization, and real time implementation.

To mitigate these limitations, AI-based tech-
niques have been introduced, offering cutting-
edge algorithms and advanced computational 
resources to address complex and nonlinear rela-
tionships while eliminating the need for modeling 

the systems. AI models have the capability to en-
hance sustainability and resiliency, utilizing weath-
er forecasting, energy management, optimum 
resource allocation, fault detection, relay coordi-
nation, cybersecurity, and restoration techniques. 
As illustrated in Figure  1, the integration of fossil 
fuel-based generation and long transmission 
lines leads the conventional power system to-
ward lower sustainability in terms of long-term re-
source availability and cost-effective solutions. To 
mitigate the challenges inherent in conventional 
power systems, GoMGs provide a promising solu-
tion by introducing the RESs that are proximate to 
the consumers, thereby minimizing the genera-
tion cost and transmission losses.

Although the GoMGs enhance sustainabil-
ity, the futuristic AI-driven GoMGs can further 
improve the sustainability and resiliency by in-
corporating additional factors, such as optimal 
utilization of RESs, minimizing energy curtail-
ment, reducing reliance on fossil fuel-based 
generation, extending the operational lifetime of 
the power electronic devices through adaptive 
control, and enhancing cyber-resiliency by in-
tegrating advanced AI algorithms. For instance, 
intelligent AI-based forecasting of wind speed, 
irradiance, and temperature can reduce unex-
pected power fluctuations. Additionally, AI can 
estimate load profiles in real time for consumers 
based on historical patterns to optimize energy 
management and ensure the voltage and fre-
quency stability across the GoMGs. For example, 
recent literature showed that a deep reinforce-
ment learning-based AI agent is used to optimize 
energy consumption by predicting load demand 
and proportionally allocating power to all RESs. 
The results showed a 23% reduction in energy 
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costs and a 40% decrease in grid dependency. 
Furthermore, AI has also demonstrated its exper-
tise in making systems resilient and sustainable 
by detecting and mitigating cyber intrusions in 
real time. For example, hybrid long short-term 
memory (LSTM) and convolutional neural net-
work (CNN)-based AI methods can be leveraged 
for identifying false data injection (FDI) attacks in 
networks with low inertia and fast dynamics.

In recent literature, researchers are also lean-
ing toward exploring advanced smart AI al-
gorithms to enhance cyber-resiliency, protect 
equipment, and improve fault tolerance. Thus, 
AI-based innovations and advanced technolo-
gies empower GoMGs with real-time prediction 
and optimization, thereby enhancing the sus-
tainability and resiliency of GoMGs. To further 
understand how these intelligent capabilities are 
realized in practice, the next section examines 
the control frameworks and operational strate-
gies governing GoMGs.

Control and Operation of GoMGs
The evolution from centralized grids to distrib-
uted, inverter-based MGs has paved the way for 
the development of more sophisticated and flex-
ible control architectures for optimal coordina-
tion and efficient energy management. Several 
works have been proposed focusing on voltage 
and frequency regulation by DERs in MGs. They 
can be classified into three categories: cen-
tralized, decentralized, and distributed control 
schemes, as shown in Figure 3. The centralized 
control architecture relies on communication for 
coordination and measurement feedback, mak-
ing it vulnerable to cyber intrusions and con-
sequently disrupting the stability and nominal 
operation of the GoMGs. Therefore, while central-
ized control architecture provides system-wide 
optimization and coordinated power dispatch 
at a central location, it may compromise the sys-
tem’s resilience and sustainability. In contrast, 
a decentralized control system minimizes the 

communication requirements, provides local de-
cision making, reduces computational burden, 
and uses a simple control scheme. However, the 
lack of proper coordination with neighboring 
DERs impacts high-level optimization, leading to 
unbalanced voltage and frequency regulation, 
as well as underloading/overloading of DERs, es-
pecially during faults and other events.

One of the key lessons from the author’s pri-
or work and that of several other researchers is 
that distributed control methods demonstrate 
promising capabilities that can address the sus-
tainability challenges and vulnerabilities of cen-
tralized and decentralized control schemes, such 
as single points of failure, inaccurate voltage and 
frequency regulation, and optimal power shar-
ing. Distributed control schemes, also known as 
coordinated control schemes, typically employ 
a multiagent system approach. Here, a large 
group of spatially distributed intelligent agents 
equipped with communication abilities form the 
network. The agents possess intellectual abilities 
that help to distribute the decision-making task 
among all of the agents in a coordinated man-
ner. All agents communicate with each other to 
meet a coordinated target, such as voltage and 
frequency regulation. The key differentiating as-
pect of distributed control schemes is that they 
achieve coordinated objectives in a reliable and 
efficient manner while relying solely on local in-
teractions among neighboring agents. Undoubt-
edly, the sustainable and resilient operation of 
distributed control in a multiagent system fash-
ion relies heavily on efficient coordination and 
reliable communication. Communication net-
works offer enhanced flexibility, manipulability, 
and scalability by enabling multiple agents to 
access the network simultaneously and act au-
tonomously. However, this high level of commu-
nication dependency for optimal coordination of 
DERs also introduces numerous challenges. One 
of the most fundamental issues is related to the 
constrained communication resources, resulting 

Advanced AI models, such as reinforcement learning, 
can play a critical role by learning the complex nonlinear 

relationships that enable optimal power dispatch  
and system stability, thus enhancing sustainability  

and resiliency.
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from bandwidth and transmission rate limita-
tions. Another major issue with the coordinated 
control schemes is the naturally occurring and in-
evitable communication delay, which hinders the 
information transmission between agents and 
causes disturbances and system instability. To ad-
dress the limitations of the abovementioned con-
trol schemes and enhance the sustainability and 
cyberresiliency of the GoMGs, an AI-driven hybrid 
distributed-centralized control scheme, as shown 
in Figure 4, provides a promising research direc-
tion for the futuristic GoMGs.

To achieve this, advanced AI models, such as 
reinforcement learning, can play a critical role 
by learning the complex nonlinear relationships 
that enable optimal power dispatch and system 
stability, thus enhancing sustainability and resil-
iency. For instance, deep-learning models can 
estimate the global system’s behavior based on 
real-time local measurements, thus minimizing 
the dependency on high-bandwidth commu-
nication channels and compensating for infor-
mation delays. Upon estimating any irregular 
operational pattern, intelligent AI models can 
enhance system fault/attack tolerance by taking 
countermeasures, such as dynamically updating 
local control parameters to mitigate the propa-
gation while ensuring the overall system’s resil-
ience and stability.

Additionally, during communication disrup-
tions, AI-enabled smart agents can intelligently 
reconfigure the load distributions among active 
agents, facilitating self-healing functionalities to 
ensure system sustainability and resiliency. In hy-
brid control schemes, although coordination tra-
ditionally relies on continuous and low-latency 
communication links, integrating AI within local 
controllers can substantially reduce this depen-
dency. Offline-trained AI agents can learn the fast 
dynamic behavior of the GoMG and make rapid 
local decisions without the need for constant re-
al-time data exchange. Thus, enabling dynamic 
decision making, self-healing operations, and 
reduced near real-time communication depen-
dencies can effectively address the limitations 
of conventional distributed control frameworks. 
The AI-driven hybrid distributed-centralized con-
trol scheme inherits the features of centralized, 
decentralized, and distributed control architec-
tures. This leads to enhanced sustainability and 
resiliency by increasing fault tolerance capabili-
ties, enhancing the resiliency to a single point of 
failure, and making optimal decisions for power 
dispatch. Therefore, the integration of smart 
AI technologies within a distributed control 

architecture not only ensures sustainability and 
resiliency but also paves the way for futuristic 
AI-driven GoMGs. Building on this foundation, 
the following section explores how AI serves as 
a transformative catalyst for enhancing sustain-
ability, resiliency, and intelligence across every 
layer of the GoMGs.

AI as a Catalyst for Sustainable and 
Resilient GoMGs
To enhance the sustainability and resiliency of 
the GoMGs, the control and monitoring systems 
must integrate smart AI-driven algorithms. AI 
enables controllers to predict failures, localize 
the fault, and restore nominal operation through 
deep learning-based fault detection, condi-
tion monitoring, and reinforcement learning for 
control parameter adjustments. It ensures that 
GoMGs remain stable, self-healing, and energy 
efficient. Building on this vision, by integrating 
AI throughout the various cyberphysical layers 
of the system, from data collection and anomaly 
detection to diagnosis, mitigation, and self-heal-
ing, the MG can respond to disturbances in near 

Al-Driven Hybrid
Distributed-Centralized

Control Scheme

Decentralized
Control Schemes

Distributed Control
Schemes

Centralized Control
Schemes

Hybrid
Control
Scheme

• Low Communication Dependancy

• Local Decision Making
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figure 4.  AI-driven hybrid control architecture 
combining strengths of decentralized, distributed, 
and centralized schemes to enable scalable, re-
silient, and coordinated grid operation in modern 
power electronics-dominated systems.
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real-time and maintain stable operation even 
when encountering disruptions.

Smart AI technologies can play a critical role in 
control and maintenance to ensure the sustain-
ability and resiliency of the GoMGs. Integrating 
AI algorithms in GoMGs can empower them with 
self-healing capabilities, adapting to varying grid 
conditions and dynamically adjusting their con-
trol parameters to ensure an uninterrupted pow-
er supply and extend their life span in an efficient 
manner. This evolution toward self-awareness 
can significantly reduce energy loss and opera-
tional downtime by predicting the maintenance 
needs of GoMGs in advance. Furthermore, tradi-
tional forecast-based power sharing approaches 
utilize solar irradiance or load prediction to guide 
inverter coordination; however, they often suffer 
from high computational complexity, poor ac-
curacy in rapidly changing weather conditions, 
and inadequate real-time responsiveness, which 
undermines their viability for dynamic grid op-
erations. Despite these advances, a significant 
gap remains: Current methods lack the capabil-
ity for real-time or near real-time estimation and 
integration of available renewable energy power 
generation, particularly PV power, into power-
sharing schemes. Such a shortfall leads to inef-
ficient power allocation, inverter underloading/
overloading, and subutilization of renewable re-
sources. To address these limitations, AI-driven 
techniques can efficiently learn complex his-
torical patterns from available weather data us-
ing atmospheric models. The implementation 
of smart deep-learning models can enable the 
timely and precise forecasting of various param-
eters, such as solar irradiance, wind speed, tem-
perature, and humidity, which helps in intelligent 
planning, energy management, and predicting 
stress on the power grid.

In the futuristic GoMGs, integrating weather-
aware AI models can significantly enhance sus-
tainability, resiliency, and stability by dynamically 
adjusting control parameters, such as droop co-
efficients, virtual impedances, and power set-
points, based on forecasted weather conditions 

to ensure an uninterrupted power supply and 
optimal energy dispatch. Moreover, the new 
energy paradigm in the futuristic GoMGs, in-
tegrated with battery energy storage systems, 
can optimally charge or discharge energy based 
on an AI-driven weather forecast and efficiently 
manage energy dispatch to avoid power curtail-
ment of RESs. Ultimately, the vision of AI-enabled 
weather-aware GoMGs enhances its functional-
ity as a self-optimizing, autonomous, and cli-
mate-adaptive control framework in the era of 
increasing global climate disruption, thereby 
strengthening sustainability and resiliency.

With advancements in the power grid, exist-
ing protection schemes and relay coordination 
strategies cannot effectively cope with the ad-
vanced interconnected smart inverters. Further-
more, the relay settings need to be dynamically 
updated based on the system parameters. For 
instance, in the conventional power grid, a fre-
quency deviation of even 0.5 Hz was considered 
a significant variation due to rotor speed; howev-
er, it might not impact the nominal operation of 
the inverters without any rotating mass. In these 
scenarios, AI-based models can play a pivotal role 
by dynamically adjusting the protection settings 
of the GoMGs to ensure smooth and reliable op-
eration, ultimately leading to a more resilient and 
sustainable grid. Together, these AI-driven lay-
ers create a closed-loop system that combines 
data-driven intelligence with responsive control, 
as shown in Figure 5. By incorporating percep-
tion, learning, and decision making at every level 
of operation at multitime scale to meet the fast 
dynamics of low inertia GoMGs, the framework 
transforms the MG from a reactive system into 
an autonomous, self-healing, and self-optimiz-
ing energy network. This enables the system to 
maintain stability and efficiency while continu-
ally enhancing its resilience and sustainability in 
response to evolving cyberphysical and climate 
challenges. As GoMGs evolve into increasingly 
intelligent ecosystems, the next critical step is 
to harness AI-driven data-centric intelligence to 
optimize energy management and strengthen 

Integrating AI algorithms in GoMGs can empower them 
with self-healing capabilities, adapting to varying grid 

conditions and dynamically adjusting their control 
parameters.

Authorized licensed use limited to: University of Illinois at Chicago Library. Downloaded on August 03,2026 at 17:16:32 UTC from IEEE Xplore.  Restrictions apply. 



August 2026	 IEEE Energy Sustainability Magazine 	 93

Cybersecurity of
the Microgrids

Optimized Load
Sharing of DERs

Integrated with Grid

Resiliency and

Cybersecurity Techniques

Real-Tim
e Anam

oly

Alerts and M
easurem

ents

Eco
no

m
ic 

Dat
a 

an
d

Con
st

ra
in

ts

O
pt

im
ize

d 
Disp

at
ch

Stra
te

gi
es

Control and
Maintenance Strategies

Real-Time Data

Breaker Status and
System Parameters

Relay Coordination and
Protection Strategies

H
istorical Patterns

Forecasted W
eather

Fo
re

ca
st

ed
 W

ea
th

er

H
is

to
ric

al
 P

at
te

rn
s

Control and
Maintenance of DERs

Safety and Protection
of Microgrids

Solar Irradiance and PV Power
Plant Energy Generation

Forecasting
Wind Power and Wind

Speed Forecasting

Cybersecurity of
the Microgrids

Optimized Load
Sharing of DERs

Integrated with Grid

Resiliency and

Cybersecurity Techniques

Real-Tim
e

Anam
oly

Alerts and M
easurem

ents

Eco
no

m
ic 

Dat
a 

an
d

Con
st

ra
int

s

O
pt

im
ize

d 
Disp

at
ch

Stra
te

gi
es

Control and
Maintenance Strategies

Real-Time Data

Breaker Status and
System Parameters

Relay Coordination and
Protection Strategies

H
istorical Patterns

Forecasted W
eather

Fo
re

F
ca

st
ed

 W
ea

th
er

H
is

to
ric

al
 P

at
te

rn
s

Control and
Maintenance of DERs

Safety and Protect
of Microgrids

Solar Irradiance and PV Power

AI

figure 5.  The role of AI-driven intelligence for GoMGs enhancing fore-
casting, protection, cybersecurity, and resilient control across distrib-
uted energy networks.

resiliency against cyberphysical events, which is 
the focus of the following section.

AI-Driven Data-Centric Intelligence for 
Energy Optimization and Cyberphysical 
Event Resiliency
To ensure GoMGs are sustainable and resilient to 
all possible abnormalities and 
events, such as cyber anoma-
lies, the GoMGs and all existing 
components need to operate 
like a living ecosystem, for in-
stance, an “ant colony.” Each 
smart inverter has intelligence 
and observes its own situation. 
Furthermore, all inverters op-
erate in their own interest, but 
also in case of abnormalities, 
they cooperate harmoniously 
to mitigate the problem and 
provide sustainable solutions 
for critical infrastructure.

Figure 6 demonstrates the 
AI-based prediction of the fu-
turistic power generation in 
GoMGs, which can be used to 
make smarter decisions for en-
ergy scheduling, storage man-
agement, and load distribution 
to enhance the sustainabil-
ity (optimal energy manage-
ment) and resiliency (capability 
to handle generation fluctua-
tions) of GoMGs. In Figure 6, 
the x-axis represents the time 
intervals, while the y-axis shows 
the power generation by RESs. 
The red lines show the range 
of maximum and minimum 
possible power generation at 
each time interval. The red dot 
at top represents the current 
maximum capability while the 
blue dots depict the AI-based 
forecasted power generation. 
The blue shaded region in Fig-
ure 6 indicates the uncertainty 
factor for maximum power 
generation capability, and it is 
quite evident that uncertain-
ty increases over time due to 
weather and environmental 
conditions. However, integrat-
ing advanced AI-based models 
could potentially reduce the 

uncertainty range, which enhances the sustain-
ability and resiliency of the GoMGs.

AI-based agents can efficiently predict energy 
generation and can optimally share the power 
based on multiple factors, including line losses, 
energy reserves, base load, grid incentives, and 
generation costs. For instance, an MG network 

Present
Maximum
Capability

Present
Minimum
Capability

Present
ValueW

at
ts

D
el

iv
er

ed

T
im

e
S

ta
rt

T
im

e
In

te
rv

al

Forecast Points
for Maximum

Capability

Forecast
Uncertainty
Factor for
Maximum
Capability

Time

figure 6.  The role of AI-driven Intelligence for GoMGs enhancing fore-
casting, protection, cybersecurity, and resilient control across distrib-
uted energy networks.

Authorized licensed use limited to: University of Illinois at Chicago Library. Downloaded on August 03,2026 at 17:16:32 UTC from IEEE Xplore.  Restrictions apply. 



94	 IEEE Energy Sustainability Magazine	 August 2026

is shown in Figure 7, where each cluster with 14 
inverters is equipped with an AI-based high-level 
optimization scheme to coordinate with the rest 
of the grid. Each inverter is integrated with vir-
tual synchronous generator (VSG)-based primary 
controller to regulate the frequency and voltage. 
An AI-based high-level optimization scheme re-
ceives real-time measurements from the indi-
vidual primary controller and sends the updated 
control parameters. In case of a compromised 
communication line, the system voltage and fre-
quency can become unstable. In such a scenario, 
the primary controller discards the control signals 
received from AI-based supervisory controllers 
and updates its control parameters using a lo-
cally integrated AI agent. Figure 7 demonstrates 
the functionalities of both AI-based high-level 
optimization and local AI agents to enhance the 
sustainability and cyber-resiliency of the network.

Figure 7(a) illustrates that initially multiple 
DERs are in island mode; however, at instant 0.5 
s, they synchronized to form an MG. An additional 
load is applied at instant 0.6 s, which is distribut-
ed among the DERs according to the impedance 
seen at their outputs due to voltage-controlled 

characteristics of the VSG-based inverter. In such 
a scenario, energy availability of the DERs is not 
considered, and any DER can be under- or over-
loaded due to the lack of an energy management 
system (EMS), consequently reducing energy 
supply sustainability in the MG. Mathematical 
optimization tools are generally employed in 
such scenarios; however, they suffer from cer-
tain issues, such as scalability, adaptability to 
reconfigurations, generalization, and real-time 
implementation. Thus, at instant 1.2 s, an AI-based 
EMS is integrated that also employs AI-based 
weather forecasting, and based on these factors, 
it adjusts the power generation of each DER to ef-
ficiently manage the energy dispatch and avoid 
power curtailment of RESs.

Figure 7(b)–(d) demonstrates the functional-
ity of AI-based intrusion detection scheme (IDS) 
in enhancing cyber-resiliency. A false data injec-
tion (FDI) attack is injected on the AI-generated 
power setpoints at instant 1.2 s, as shown in Fig-
ure 7(b). The attack vector is designed to desta-
bilize the system, as shown in Figure 7(b)–(d) at a 
time interval between 1.2 s to 1.4 s. To detect and 
mitigate the impact of the FDI attack, another 
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AI-driven IDS is enabled locally at each DER, start-
ing at 1.4 s. Figure 7(b)–(d) illustrate that AI-based 
IDS instantly detects and mitigates the impact of 
the attack, and then starts adjusting the power 
setpoints locally for each DER, minimizing the 
dependency on the communication line. AI-
based IDS and mitigation scheme also restores 
the voltages and frequencies, as shown in Figure 
7(c) and (d), thereby enhancing the system’s sus-
tainability, resiliency, and stability during cyber 
intrusions.

Now, at the hardware layer, threats arise from 
physical tampering, component replacement, 
or the insertion of malicious integrated circuits 
in the supply chain. Such changes can affect 
sensor calibration, create hidden side-channel 
emissions, or disable safety measures. These ma-
nipulations occur below the scope of software 
monitoring, allowing them to go unnoticed dur-
ing firmware updates. Over time, they weaken 
the system’s operational integrity and reduce 
hardware resiliency. The firmware or control lay-
er faces risks like malicious firmware injection, 
parameter tampering, and unauthorized code 
changes. Even small changes in control gains or 
virtual oscillator settings can disrupt converter 
synchronization, distort droop-based power shar-
ing, or reduce dynamic stability margins. Such at-
tacks often remain latent, limiting the converter’s 
ability to respond to disturbances and harming 
the resiliency of the control layer. At the commu-
nication layer, the system becomes vulnerable 
to FDI, replay attacks, or man-in-the-middle at-
tacks that corrupt sensor data or delay synchro-
nization signals between distributed controllers. 
Such disruptions can misdirect supervisory con-
trollers, causing them to make incorrect voltage 
or frequency adjustments. This can result in in-
stability across interconnected power-electronic 
modules. Extended denial-of-service attacks 
further weaken network resiliency by disrupt-
ing coordination and slowing system response. 
The biggest threat to overall MG resiliency arises 
when these domains interact in a coordinated, 
multivector way. A compromised sensor at the 
hardware level can provide false measurements 
that tampered firmware interprets as legitimate, 

while a simultaneous replay attack hides the 
anomaly at the communication level. This cross-
domain propagation, often carried out through 
advanced persistent threat intrusions, blurs the 
lines between layers and leads to subtle but last-
ing deterioration of performance and stability.

To protect against these coordinated and 
evolving threats, future MGs must integrate intel-
ligence directly into their control and monitoring 
systems. AI can improve system cyber-resiliency 
by learning from real-time operating data and 
identifying unusual patterns that rule-based 
systems often miss, as captured in Figure 8. AI 
enables converters and controllers to predict 
failures, detect compromised nodes, and restore 
normal operation on their own through machine 
learning-based anomaly detection, predictive di-
agnostics, and reinforcement learning for control 
adjustments. This capability shifts cybersecurity 
from a reactive approach to a proactive and long-
term strategy for resiliency. AI-driven futuristic 
GoMGs ensure that power-electronic infrastruc-
tures remain stable, self-healing, and energy-ef-
ficient, even under cyberphysical stress.

Building on this vision, the AI-driven cyber- 
resiliency control framework provides a struc-
tured and flexible method to improve the 
sustainability and reliability of future power elec-
tronic-based MGs. By integrating intelligence 
throughout the system, from data collection and 
anomaly detection to diagnosis, mitigation, and 
self-healing, it allows the MG to learn continu-
ously from its environment. It also helps the mi-
crogrid respond to disturbances in real time and 
maintain stable operation, even when encoun-
tering cyber or physical disruptions.

The process begins with raw measurement 
feedback, which forms the foundation for both 
offline training and real-time learning. During 
offline training, deep-learning models, such as 
autoencoders, CNNs, and incremental learning 
algorithms, are used to extract key patterns from 
normal operating data and identify baseline be-
haviors. This learning phase enables the MG con-
troller to recognize deviations that could signal 
anomalies or impending faults, thereby estab-
lishing the first layer of predictive resiliency.

AI-driven futuristic GoMGs ensure that power-electronic 
infrastructures remain stable, self-healing, and energy-

efficient, even under cyberphysical stress.
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Once deployed, the anomaly detection stage 
leverages models, such as temporal CNNs, isola-
tion forests, and statistical residual-based detec-
tors to continuously monitor system variables in 
real time. These algorithms detect deviations in 
current, voltage, or frequency trajectories that 
result from cyber intrusions or control faults. By 
providing fast and accurate detection, they pre-
vent minor disturbances from evolving into wide-
spread instability, directly enhancing short-term 
operational resiliency. The next stage, diagnosis 
and localization, uses graph neural networks, 
SHAP-based explainability tools, and residual 
clustering techniques to identify the source and 
nature of the detected anomaly. This stage trans-
forms raw anomaly alerts into actionable insights 
by mapping deviations to specific converters, 
sensors, or control layers. Accurate fault localiza-
tion supports sustainable system maintenance, 

minimizing downtime and preventing unneces-
sary component replacement or energy loss. Fol-
lowing diagnosis, resilient control and mitigation 
mechanisms come into play. Using LSTM net-
works, reinforcement learning methods, such as 
proximal policy optimization and deep determin-
istic policy gradient, and adaptive neuro-fuzzy 
control, the system dynamically reconfigures 
converter setpoints, droop coefficients, or virtual-
oscillator parameters to restore power balance 
and voltage stability. These adaptive strategies 
provide self-tuning control actions that maintain 
performance despite uncertain or changing sys-
tem conditions, embodying the core of real-time 
resiliency. Finally, the self-healing and recovery lay-
er ensures lasting sustainability and resiliency by 
helping the MG learn from its own experiences. It 
uses techniques like Q-learning, graph-based re-
inforcement learning, evolutionary optimization, 
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and meta-learning to continuously improve its 
responses to disruptions, refining decision mak-
ing and control strategies over time. This ongo-
ing learning process turns sustainability and 
resiliency from a fixed feature into a developing 
skill, each event makes the MG smarter, more ef-
ficient, and more adaptable.

Overall, these visionary results underscore the 
growing potential of AI to autonomously protect, 
adapt, and recover from complex cyberphysical 
events in real time. As GoMGs continue to expand 
in scale and interconnectivity, the next frontier lies 
in developing human-centric frameworks that in-
tegrate AI intelligence with human expertise to 
ensure uninterrupted decision making. The fol-
lowing section explores the need for human-cen-
tric analytics and probabilistic risk models.

Human-Centric Analytics and 
Probabilistic Risk-Models for  
Sustainable GoMGs
A lack of standardized and widely accepted met-
rics remains for comprehensively assessing grid 
resiliency within GoMGs. Existing models often 
focus on isolated risks, overlooking the interde-
pendence and cascading effects of multiple con-
current threats. Moreover, current frameworks 
rarely quantify the deviation between theoretical 
model assumptions and real MG behavior, which 
limits their predictive accuracy and operational 
applicability. Most available systems also lack 
advanced analytical capabilities to proactively 
detect and mitigate risks emerging from such 
deviations. As power systems become increas-
ingly complex, existing control strategies often 
fail to effectively address emerging threats, high-
lighting the need for more robust and adaptable 
solutions. Furthermore, many current control 
frameworks lack integration, treating cyberse-
curity, stability, sustainability, and resilience as 
isolated challenges rather than interconnected 
components of a unified system. Despite recent 
advances in AI, the full potential of AI-driven, re-
al-time risk-aware control strategies for inverter-
based grids remains largely untapped. From a 
sustainability perspective, addressing this gap in 
achieving futuristic AI-driven GoMGs is essential, 
as most of the operational decisions in GoMGs 
have a direct impact on the energy efficiency, op-
timal utilization of renewables, and the lifespan of 
the equipment. The decisions about power shar-
ing, storage utilization, and converter operating 
points are sometimes tradeoffs between the per-
formance in the short-term and the sustainability 
in the long-term. In the absence of risk-aware and 

human-centric analytics, these tradeoffs can lead 
to situations in which renewable energy sources 
are unnecessarily curtailed, distributed resources 
are inefficiently dispatched, or power-electronic 
components age faster than usual. Thus, hu-
man-centric analytics and risk-aware probabilis-
tic models integrated with advanced AI-driven 
automation support long-term environmental, 
economic, and social goals instead of chasing 
short-term performance improvements.

Thus, to achieve a resilient and sustainable 
GoMG, the development of an integrated, hu-
man-centric, risk-aware control framework is 
essential. Such a framework would combine 
AI-assisted decentralized optimization with 
centralized monitoring, designed to assist hu-
man operators through intuitive analytics and 
decision-support tools. In this vision, human 
operators remain at the center of the decision-
making loop, overseeing AI-driven processes 
and contributing contextual judgment during 
uncertain or unforeseen events. Furthermore, 
continuous human–AI collaboration enables a 
mutually adaptive environment, where opera-
tor experience and system intelligence evolve 
together to enhance reliability and confidence 
in critical operational decision making. Probabi-
listic risk models focusing on renewable genera-
tion variability in low-inertia grids, cyberattacks 
compromising the security of GoMG, and line 
disturbances resulting from faults or operational 
transitions form the foundation of this approach.

AI-driven techniques can model and predict 
these multilayer risks, enabling trajectory predic-
tion and adaptive control under deep uncertain-
ty. For example, AI methods can be employed 
to identify mismatches between expected and 
actual system behavior, recognize critical devia-
tions, and implement corrective measures in real 
time. This concept, referred to as assumption-
deviation analytics, allows detection and mitiga-
tion of discrepancies arising from aggregators 
or nonconforming loads and generation sourc-
es, ultimately improving decision making and 
operational reliability. Furthermore, the use of 
probabilistic and human-centric risk analysis fa-
cilitates sustainability, as it enables the lifecycle-
aware operation of GoMG assets that can vary 
based on their operating conditions. The opera-
tors, by explicitly considering the uncertainties 
in renewable availability, load variability, and sys-
tem disturbances, can gradually introduce the 
flexibility in operating margins that are mainly 
oriented toward either the clean energy power 
reserve or the overstressing of power-electronic 
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components. The risk-aware operation is key in 
balancing these adverse effects through the de-
termination of the operating points, which con-
sider both the performance limitations and the 
equipment health in the long run to enhance the 
sustainability and resiliency. It allows the power 
trajectories to be smoother, the control to be ad-
justed gradually, and the distributed resources 
to be shared proportionally. Therefore, the in-
tervals between the maintenances will be lon-
ger, the unplanned outages will be less, and the 
early component replacement will be avoided. 
Thus, the probabilistic and human-centric risk 
analysis-based decisions preserve the asset in-
tegrity and maximize the effective use of renew-
able generation significantly drives the futuristic 
AI-driven GoMGs toward high sustainability. In 
addition to this, such an integrated and human-
centric approach, the GoMG can maintain ro-
bustness, situational awareness, and stability, as 
shown in Figure 9, despite significant uncertain-
ties stemming from variable renewable energy, 
cyberthreats, or physical grid disturbances.

Future Vision and Outlook
The transition from isolated MGs to a fully inte-
grated AI-driven GoMGs face several roadblocks, 
including technical complexity in communica-
tion, challenges with coordination, lack of es-
tablished standards, security vulnerabilities, 
challenges in data availability, and regulatory  
uncertainties. AI plays a transformative role by 
enabling these interconnected MGs to be both 

self-learning, self-healing, and self-optimizing en-
ergy systems. Leveraging real-time data analytics, 
adaptive controls, and predictive fault manage-
ment, AI makes it possible to manage system 
fluctuations efficiently, prevent outages, and 
maximize resilience and sustainability through-
out the network. Unlike traditional centralized 
grids, often limited by rigid infrastructures and 
fewer possibilities of decentralized operation, an 
AI-driven hybrid distributed-centralized GoMG 
provides local intelligence, dynamic optimization, 
and the potential for communities themselves to 
participate in energy management.

A critical social dimension in this transforma-
tion is that the vulnerability to disruption and 
power outages is most acute for remote and rural 
communities. These areas often experience the 
longest recovery times and most significant im-
pacts when large-scale grid failures occur. Here, 
for example, AI-driven technological advance-
ments, like the MG optimization system using 
artificial intelligent controls (MOSAIC), pioneered 
by Sandia National Laboratories’ resilient energy 
and distributed systems integration program, 
can play a promising role in enhancing system’s 
sustainability and resiliency. MOSAIC is primarily 
designed to optimize control of the integration 
of DERs into local, dynamic MGs. By coordinating 
local generation, storage, and demand, such sys-
tems ensure reliable power delivery on site even 
when the larger grid is down thereby directly 
enhancing community resilience and economic 
vitality. Supporting tools in the MOSAIC program, 

such as the resilient node 
cluster analysis tool, provide 
dynamic, real-time metrics 
for MG planners, identifying 
the best configurations to 
guarantee that critical servic-
es are energized both during 
normal operation and emer-
gencies to enhance cyberre-
siliency and fault tolerance. 
AI enables these real-time 
adjustments, ensuring that 
the most vulnerable popula-
tions are protected and least 
affected by power disrup-
tions, which is a step forward 
in making energy systems 
not just more resilient but 
socially equitable.

Additionally, hardening MG 
controllers with AI-based ad-
vanced technologies allows 
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MG operators to adapt to a va-
riety of unprecedented situa-
tions. This flexibility empowers 
neighborhood agents to tailor 
energy solutions to their unique 
needs. In practice, such AI-pow-
ered MGs behave as “energy is-
lands,” localized and capable of 
self-healing in response to dis-
ruptions. AI-based algorithms 
intuitively balance generation, 
storage, and consumption, 
enabling every community to 
participate in trading energy, 
optimize usage, and promote 
fairness in access. This digital 
orchestration ensures not only 
technical stability and econom-
ic efficiency but also greater 
inclusion and engagement from all users. By sys-
tematically advancing through the A4S resilience 
layers, improving accessibility and autonomy, sup-
porting local communication-less intelligence for 
stability via AI-driven primary controls, enabling 
sustainable energy management with self-learn-
ing optimization, scaling up connectivity, and 
strengthening cyberprotection, a GoMG driven by 
AI delivers a future-ready, adaptive, and equitable 
energy ecosystem. This approach helps ensure 
that transformation benefits everyone, particu-
larly those most at risk, and truly redefines what 
resilient, sustainable energy means for the future.

In summary, the evolution toward an AI- 
empowered, sustainable, and resilient GoMG rep-
resents a fundamental shift from conventional 
control paradigms to intelligent, autonomous, 
and sustainable energy ecosystems. As illustrat-
ed in Figure 10, the key research pillars include: 1) 
human-centric AI-assisted probabilistic risk mod-
els, 2) AI-driven optimal control and operation, 3) 
AI-enabled cybersecurity and resilient coordina-
tion, 4) AI-based sustainable energy optimization, 
5) human–AI collaborative ecosystems, and 6) AI-
enabled net-zero frameworks. While the initial 
concepts within these technological areas have 
been explored, their full integration and autono-
mous coordination toward realizing intelligent 
and sustainable GoMGs have not yet been fully 
achieved, offering a promising frontier for future 
research and innovation. Thus, realizing the vision 
of intelligent, sustainable, and resilient AI-driven 
GoMGs will redefine the foundation of modern 
power systems, which are currently dominated 
by power electronics-based generation, and their 
role in the global energy transition.
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figure 10.  Evolution toward AI-empowered, sustainable, and resilient 
MGs: From conventional control to intelligent, secure, and adaptive 
energy ecosystems.
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